Exim + Dovecot (6e3 MySQL -
CUCTEeMHble noJjib3oBaTesin)

1. YcTtaHaBnuBaeM Exim

# cd /usr/ports/mail/exim
# make install clean

OnuumuM ycTaHOBKM BblOpan Takue (C 3apgenoM Ha bypayuwee)

2. OTtpepakTupyeM dann /etc/mail/mailer.conf, 3aMeHuB sendmail
Ha exim.

sendmail /usr/local/sbin/exim
send-mail /usr/local/sbin/exim
mailg /usr/local/sbin/exim -bp
newaliases /usr/local/sbin/exim -bi
hoststat /usr/local/sbin/exim
purgestat /usr/local/sbin/exim

ObpaTuTe BHMUMaHMe, 4YTO B ABYX CTPOKax MOABWUIIUCH KIIOUM.
3. Co3paeM pabouyme nanku pna pomMeHa (MM [OMEHOB — €CJ/IN HYXHO)
M NOYTOBOIro siuKa.

# mkdir -p /var/vmail/
# chown -R mailnull:mail /var/vmail

4. KoHpuUrypauuoHHbiM dann NpuHAN Takou Bupa

# CONF EXIM + MYSQL + DOVECOT + CLAMAV
# ABTOpuM3aumsa - [OOBEeKOT. KBOTH, Knamas, B[l B Myckyne wu
CUCTEeMHble - B dawnne

# AMA Hawen nNoYTOBOM CUCTEMSI
primary hostname = mail.tst-amo.pp.ua

# xoct/bll/nonb30BaTtenb/naposnb
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mysql servers = localhost/mail/mailreader/

# CnNnMCOK OOMEHOB Hallen NOYTOBOW CUCTEM.

domainlist local domains = ${lookup mysql{select domain from
domains where domain='${domain}"'}}

# JlorrnpoBaHue
log selector = +all
log file path = /var/log/exim/%D-%slog

# CNMCOK OOMEHOB, [ANA KOTOPbIX Hawa No4YToBas CUCTeMa ABNseTCHd
pe3epBHOU

domainlist relay to domains = ${lookup mysqgl{select domain
from domains where domain='${domain}'}}

hostlist relay from hosts = localhost : 127.0.0.1
192.168.1.0/24 : 194.44.219.160/28 : 194.44.31.34

acl smtp rcpt = acl check rcpt

acl smtp mime = acl check mime

# Mpukpy4ynBaeM aHTMBUPYC - MpU yCNoBuM, 4TO exim cobpaH
# c ero noppoepxkou. B kKauyectBe aHTuMBMpSA w3aem ClamAvV,

# noo - MO ponxHo 6bITb cBoBOmHBM! :)

# WTak, yka3biBaeM MecTonosioxeHne coketa clamd.

acl smtp data = acl check data

av_scanner = clamd:/var/run/clamav/clamd.sock

# AOopec Kygoa cnaTb Ha npoBepky cnaMa (SpamAssasin), Ho A
# 3T0 He w3aw. He Tak MHOro y MeHd cnama...
# spamd address = 127.0.0.1 78

# SSL
tls certificate = /etc/ssl/certs/dovecot.pem
tls privatekey = /etc/ssl/private/dovecot.pem

# OTkKnw4yaeM IPv6
disable ipv6

#nopTt smtp
daemon smtp ports = 25 : 465
tls on connect ports = 465



# [lonucoiBaeM [OOMEeHbl OTNpaBuTens W nonaydyaTtens, e€c/int OHU He
yKa3aHbl

qualify domain = tst-amo.pp.ua

qualify recipient = tst-amo.pp.ua

allow domain literals = false
exim user = mailnull
exim group = mail

never users = root

# MpoBepAaTb NpsaAMyw M obpaTHyw 3anucu y3na oTnpasutens no DNS
host lookup = *

# OTKN4YaeM NpoBepKy MNoNib30BaTesiein y3na OTnNpaBuTens no

npotokony ident
rfcl4l3 hosts = *
rfcl413 query timeout = 5s

# 3anpewaeM MCNonb30BaTb 3HAK % ONF SABHOW MapuwpyTu3auun MOoYThl
#percent hack domains =

# HacTtpounku o06paboTkM ownboK OOCTaBKM, MCNONbL3YWTCA 3Ha4yeHus
No YMOJSTYaAHMUIO

ignore bounce errors after = 2h

timeout frozen after = 7d

return size limit = 10K
split spool directory = true
syslog timestamp = no

# JlumnT pa3Mepa coobueHnsa (50 merabamnT default)
message size limit = 1000M
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### KoHPurypaumsa ACL gns BXopsuwen nouyThl
begin acl

# 3Tn npasuna cpabaTbiBalT OS89 Kaxgoro nonyvyatens
acl check rcpt:



NPMHUMATbL COoODWEeHNA KOTOpble MpUWAK C JIoKanxocTa,
He no TCP/IP
accept hosts =

H* H*

3anpewaeM nNucbMa coaepxalme B JIOKaJlbHOW 4YacTy
cumBonbl @; %; !; /; |. YuTute, ecnm y Bac Obinio
"percent hack domains' TO % Hapgo ybpaTthb.
MpoBepATCA NOKaNbHbIE [OMEHbI

deny message = "incorrect symbol in address"
domains = +local domains

local parts = ~[.] @ ~.*¥[@%!/]]

H* H B H

# lpoBepsieM HeponyCTMMble CMMBOJIbI 014

# HenoKanbHbIX NonyvyaTtenen:

deny message = "incorrect symbol in address"
domains = !+local domains

local parts = "[./|] : ~.*¥[@%!'] : ~.*/\\.\\./

# lMpuHUMaeM NoyTy OS89 NOCTMAacTEpPOB JIOKAJibHbIX [OMeHOB 6e3
# npoBepkn oTnpaButens (s 3aKOMMEHTMpOBan, T.K. 3TO -
# OCHOBHOW MCTOYHUK ChamMa C MOW fAWMK) .

accept local parts = postmaster

domains = +local domains

# 3anpewaeMm, ecsim HEBO3MOXHO MPOBEPUTb OTMNPaABUTESS

# (OoTCyTCTBYeT B CNUCKE NOKalibHbIX MONb30BaTeneun)

# Y cebd 9 3TO 3aKOMEHTWUN, NO MNPUYMHE, 4YTO HEKOoTopble

# xene3aku (npuHTepbl, & etc) u nporpammbl (Kacnepckuu, DrWEB)
# yMewT cnaTb NoyTy, B cllydae npobrseM HO He yMewT CTaBUTb

# HYXHOro oTnpasuTens. Takume nNucbMa 3Ta MNPOBEpPKa He nyckKaer.
# require verify = sender

# 3anpewaeM Tex, KTO He obMeHMBaeTCs MPUBETCTBEHHLIMU

# coobweHnamm (HELO/EHLO)

deny message = "HELO/EHLO require by SMTP RFC"
condition = ${if

eqg{$sender helo name}{}{yes}{no}}
# MpuHuMaeM coobuweHns OT Tex, KTO ayTeHTuduumupoBancs:
# Boobwe, O60ONbWMHCTBO KOHPUIOB B pyHETe - 3TO OOMH U TOT Xe



# KOHQUr HanucaHHbiM Ginger, B KOTOPOM 3TOT MNYHKT PacnosioXeH
# BHM3Y. HO npu TakoM pacnofsioxeHuun pyobsatca kKaneHTtol C adsl,
# ppp, ¥ npoyve 3ape3aHHble Ha nocnepywwmx nposepkax. Ho 3To
# Xe HenpaswunbHo! 2TOM Mou nonb3oBaTtenn u3 poMa! [loToMy

# 4 3T0 nNpaBwuiio Pacnosioxus [0 MNpPOBEepoK.

accept authenticated = *
# PybaeM Hax, Tex, KTo nopcTtasnset csou IP B HELO

deny message = "Your IP in HELO - access denied!”
hosts = * : l+relay from hosts
181-196.lissyara.su
condition = ${if eq{$sender helo name}\

{$sender host address}{true}{false}}

# Pybaem Tex, k10 B HELO nuxaet mom IP (2500 MypakoB 3a
Mecsy!)

deny condition = ${if eq{$sender helo name}\
{$interface address}{yes}{no}}
hosts = 1127.0.0.1 : !localhost : *
message = "main IP in your HELO! Access
denied!"

# PybaeM Tex, K10 B HELO nuxaeT TonbkKo uudpbl
# (He ObiBaeT xoctoB TOJIbKO wn3 uudp)
deny condition = ${if match{$sender helo name}\
{\N"\d+$\N}{yes}{no}}
hosts 1127.0.0.1 : !'localhost : *
message = "can not be only number in HELO!"

# PybaeMm xocTbl Tuna *adsl*; *dialup*; *pool*;....

# HopManbHble nguM C Takux He nuwyT. Ecnm 6ypyTt

# npobnemsl - ybepérte npobnemMHbin NYHKT (y MeHS KIIUEHTH

# vMelT 3anucb Tuna asdl-1233.zone.su - s ADSL y6bpan...)

deny message = "your hostname is bad (adsl, poll,
ppp & etc)."
condition = ${if match{$sender host name} \
{adsl|dialup|pool|peer|dhcp} \
{yes}{no}}

# 3apepxka. (370 Takon Metopn 6opbbbl CoO cnamom,
# OCHOBaHHbIM Ha NpuHUMNE ero paccoiku) Ha 3ToM pybaeTtcs
# No4ytn Becb CnaM. EOAMHCTBEHHO - MeTOO HEMNPUMMEHMM Ha



peanbHO 3arpyxeHHoix MTA - T.K. B pe3ynbTate emy
NPUXOONTCS OepXaTb MHOIFO OTKPbITbIX COEAUHEHWUN.
HO Ha oduce B COTHW-[OBE YesloBEeK - WWKapHbIM MeTofq.

6onee CNoXHbIM BapuMaHT, CMOTpPUTE B CTaTbe MO exim u
Kypbep uMan. T.K. TaMm MeTofn 60ne yMHbin (MPOCTO NpaBus
bonbwe :), TO MOXHO M Ha Ooflee 3arpyxeHHole cepBepa CTaBUTb)

H H OB H R HH

warn
# CtaBuM pedonToByw 3agepxky B 30 CeKyHA
set acl mO@ = 30s
warn
# CTaBuUM 3afepxky B O CeKyHO CBOMM XOCTaM MU
# OPYyXeCTBEHHbIM CeTaAM (cocefHsAs KOHTopa :))
hosts = +relay from hosts:192.168.1.0/24:194.44.219.160/28
set acl m0@ = 0Os
warn
# nuweM B NIOrn 3apepxky (ecnu OHO BaM Hapfo)
logwrite = Delay $acl m@ for $sender host name \
[$sender host address] with
HELO=$sender helo name. Mail \
from $sender address to $local part@$domain.
delay = $acl moO

# lpoBepka nonydaTtend B JlOKaJibHbIX OOMEHax.
# Ecnu He npoxoguT, To nposepsieTca cnepywownn ACL,
# n ecnn Henpowén m TtaMm - deny

accept domains = +local domains

endpass

message = "In my mailserver not stored this
user"

verify = recipient

# MpoBepsieM nony4vatens B pesielHbIX [OMeHax
# 0NATb-TakM ecnu He npoxomuT -> cnepytoumn ACL,
# v ecnu Henpowén n Tam - deny

accept domains = +relay to domains
endpass
message = "main server not know how relay to

this address"
verify

recipient



# PybaeM Tex, KTo B 6nak-nuctax. Cepsaku nepebupanTcs

# CBepxy BHM3, €C/iIM He XOCT He HalWgeH Ha NepBOM, TO

# 3anpawvBaeTcs BTOpoU, U T.O. ECnM He HangeH HU B OOHOM
# W3 CcnNucka - TO Mo4yTa nponyckaeTcs.

deny message = you are in blacklist: $dnslist domain
--> $dnslist text
dnslists = opm.blitzed.org : \
cbl.abuseat.org : \
# bl.csma.biz : \

dynablock.njabl.org

# Pa3pewaeM no4yty oT goMeHOB B cnucke relay from hosts
accept hosts = +relay from hosts

# Ecnu Henopowno HWM OQHO MpaBwuio - 4YyBaK ABHO uweT
# OTKpbITHIN penen. MNMuwén npoyb. :)
deny message = "relay not permitted"

HHAABHHBHHHARS
# lMpoBepka BOXEHUN
acl check mime:
deny message = [aHHOM coobuieHMe coOepXMT OMaCHOE BJ/IOXEHMUE
condition = ${if match{$mime filename}{\N(?i)\.zip$\N}}
decode = default
condition = ${if match{${run{/usr/bin/unzip -1
$mime decoded filename}}}{\N(?1i)\.(exe|com|vbs|bat|pif|scr|hta
|js|cmd|chm|cpl]|jsp|reg|vbe|lnk|dll|sys)\n\N}}
log message = forbidden attachment:
filename=$mime filename, content-type=$mime content type,
recipients=$recipients

deny message = [laHHOM coobuweHne COOEepXUT OMacHOe BJIOXKEHUE
condition = ${if match{$mime filename}{\N(?i)\.rar$\N}}
decode = default
condition = ${if match{${run{/usr/bin/unrar 1
$mime decoded filename}}}{\N(?1i)\.(exe|com|vbs|bat|pif]|scr|hta
|js|cmd|chm|cpl|jsp|reg|vbe|lnk|dll|sys)\n\N}}
log message = forbidden attachment:
filename=$mime filename, content-type=$mime content type,
recipients=$recipients
accept



HHAH AR
# Tyt wpyt ACL npoBepswwme copgepxuMoe (Teno) nucbma.
# be3 Hux OypyT nponyckatbCa BCe coobweHus.

acl check data:

# 3abnoknpoBaHHble aKKayHTb
deny senders = /usr/local/etc/exim/deny senders
message = "DENY!!!"

# lpoBepkKa Ha BUPYChI
deny message = VIRUS found ($malware name)
malware = *
accept

i
begin routers

check malware:
driver = redirect
condition = ${if def:h X-Quarantine-Me-Malware: {1}{0}}
headers remove = Subject
headers add = Subject: [CLAMAV: $acl m2] $h Subject
data = postmaster@tst-amo.pp.ua
file transport = address file

dnslookup:
driver = dnslookup
domains = ! +local domains

transport = remote smtp
ignore target hosts = 0.0.0.0 : 127.0.0.0/8
no _more

system aliases:
driver = redirect
allow fail
allow defer
# data = ${lookup mysqgl{select alias from aliases where
email="'%${quote mysql:$local part}' and
domain='${quote mysql:$domain}'}}
data = ${lookup mysgl{select alias from aliases where



email="${quote mysql:$local part}' }}

user = mailnull
group = mail

file transport = address file
address pipe

pipe transport

system aliases2:
driver = redirect
allow fail
allow defer

data = ${lookup{$local part}lsearch{/etc/aliases}}

user = mailnull
group = mail

file transport = address file
address pipe

pipe transport

userforward:
driver = redirect
check local user
no verify
no_expn
check ancestor
file transport = address file
pipe transport address pipe

reply transport = address reply

# data = ${lookup mysql{select alias from aliases where

email="'${quote mysql:$local part}'
domain='${quote mysql:$domain}'}}

and

data = ${lookup mysqgl{select alias from aliases where

email="${quote mysql:$local part}' }}

userforward?2:
driver = redirect
check local user
file = $home/.forward
no verify
no_expn
check ancestor
file transport = address file
pipe transport = address pipe

reply transport = address reply



condition = ${if exists{$home/.forward} {yes} {no} }

localuser:

driver = accept
domains = ${lookup mysqgl{select domain from domains where
domain="'%${domain}'}}

local parts =

${lookup mysql{select email from users where

email="${local part}'}}
transport = local delivery
cannot route message = Unknown user

localuser?2:

driver = accept

check local user

transport = local delivery
transport current directory = /
cannot route message = Unknown user

HHBARHHHHHHR AR AR

begin transports

remote smtp:
driver = smtp

local delivery:

driver = appendfile

maildir format

maildir tag =

,S=$message size

# directory = /home/mail/$domain/$local part
directory = /var/vmail/$local part/Maildir
create directory
delivery date add
envelope to add
return_path add

group = mail
mode = 0660

no mode fail narrower

address pipe:
driver = pipe
return output



address file:
driver = appendfile
delivery date add
envelope to add
return path add

address reply:
driver = autoreply

begin retry
* * F,2h,15m; G,16h,1h,1.5;
F,4d,6h

begin rewrite

i
begin authenticators

# [Ina cucTeMHblX nonb3oBaTenen yepes EXIM

#LOGIN:

driver = plaintext

public name = LOGIN

server prompts = "Username:: : Password::"

server condition = "${if pam {$authl:$auth2}{yes}{no}}"
server set id = $authl

H H W H R

#PLAIN:

# driver = plaintext

# public name = PLAIN

# server condition = "${if pam {$auth2:$auth3}{yes}{no}}"
# server set id = $auth2

# AyTeHTudukaumsa dvepes dovecot

dovecot login:

driver = dovecot

public name = LOGIN

server socket = /var/run/dovecot/auth-client
server set id = $authl

dovecot plain:



driver = dovecot

public name = PLAIN

server socket = /var/run/dovecot/auth-client
server set id = $authl

dovecot cram md5:

driver = dovecot

public_name = CRAM-MD5

server socket = /var/run/dovecot/auth-client
server set id = $authl

BHBHHRHBHBHBHHBHRHR IR HHH

5. OTko4yaeM sendmail v BKIWYaeM exim:

# ee /etc/rc.conf

sendmail enable="NONE"
sendmail submit enable="NO"
exim enable="YES"

11. OtnpaBuM TecToBOE MUCHMO.

# mail -s ‘First letter for sentec mail server’ info@sentec.ru
This is test message!

EOT
#

NocMoTpMM, 4TO B nor-dawnne:

# tail /var/log/exim/mainlog
BoT npuMepHas KapTUHKA, KOTOPYW Mbl YBMAMM B Cllyyae ycnexa:

2010-10-26 21:34:24 1PAnPk-0005al-AG <= root@mail.sentec.ru
U=root P=local 5=323

2010-10-26 21:34:24 1PAnPk-0005al-AG => info <info@sentec.ru>
R=1localuser

T=1local delivery 2010-10-26 21:34:24 1PAnPk-0005al-AG
Completed

12. Tenepb Hapo cpenaTtb TaK, 4YTOOb Mbl CMOrAW nosiy4aTb MO4YTY C
Hawero cepsepa.



Ona >3T0oro CTaBMM nNpoBepeHHbn M HapexHbin POP/IMAP-cepBep
Dovecot (ronybatHa :)).

# cd /usr/ports/mail/dovecot
# make install clean

13. Co3paguMm...

14. Co3paguMm SSL-ceptudmkaTtbl (eCnum HyXeH WUPPOBaHHLIN Tpaduk,
ecnm HeT — nponyckaeM). WNHbopMaums o6 mn3patene byneT B3ATa U3
danna dovecot-openssl.cnf.

# mkdir -p /etc/ssl/certs

# mkdir -p /etc/ssl/private

# /usr/local/share/examples/dovecot/mkcert.sh

# ls -1 /etc/ssl/certs && 1ls -1 /etc/ssl/private

15. 3anyckaem dovecot.

# /usr/local/etc/rc.d/dovecot start

16. HactpamBaeM NOYTOBOr0o KJIMEHTA Ha MNOJIy4YeHUe-OoTNpPaBKy MOYTHI
C nMNOMOlWbI pa3peweHHbXx npoTtokonos (SMTP/POP3/IMAP). He
3abyaobTe, 4Tto B /Jetc/rc.firewall ponxHol ObITb pa3pelweHs
cooTBeTCTBYywWne noptoli: 25, 110, 143, 993.

Ha sToM — BcCe.



