bflOKMpOBKa CKaHepa NOpPTOB

3abnokmMpoBaTb AQOCTYN K YCTPOUCTBY Ha 14 pgHen

/ip firewall filter

add action=drop chain=input comment="Drop - port scanners”
src-address-list=\

Port-Scanners

add action=drop chain=forward comment="Drop - port scanners" \
src-address-list=Port-Scanners

add action=add-src-to-address-list address-list=Port-Scanners
\

address-list-timeout=2w chain=input comment="Scan - Scan
Ports" protocol=\

tcp psd=21,3s,3,1

add action=add-src-to-address-list address-list=Port-Scanners
\

address-list-timeout=2w chain=input comment=\

“Scan - NMAP FIN Stealth scan" protocol=tcp tcp-flags=\

fin, !syn, !rst, Ipsh, lack, lurg

add action=add-src-to-address-list address-list=Port-Scanners
\

address-list-timeout=2w chain=input comment="Scan - SYN/FIN
scan" \

protocol=tcp tcp-flags=fin,syn

add action=add-src-to-address-list address-list=Port-Scanners
\

address-list-timeout=2w chain=input comment="Scan - SYN/RST
scan" \

protocol=tcp tcp-flags=syn,rst

add action=add-src-to-address-list address-list=Port-Scanners
\

address-list-timeout=2w chain=input comment="Scan -
FIN/PSH/URG scan" \

protocol=tcp tcp-flags=fin,psh,urg, !syn,!rst,lack

add action=add-src-to-address-list address-list=Port-Scanners
\

address-list-timeout=2w chain=input comment="Scan - ALL/ALL
scan" \

protocol=tcp tcp-flags=fin,syn,rst,psh,ack,urg

add action=add-src-to-address-list address-list=Port-Scanners
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\
address-list-timeout=2w chain=input comment="Scan - NMAP NULL

scan" \
protocol=tcp tcp-flags=!fin,!syn,!rst, !psh, lack,lurg

3Ha4dyeHusa Timeout:

= 14d 00:00:00;

none dynamic — 6ypeT HaxoauTbCcsa B address list po
nepesarpy3ku poyTtepa;

none static — nocTosfiHHaa 3anucb(coxpaHaeTcd B
KOHQUIrypauum) .

Mo pe3ynbTaTaM paboTbl CKaHepa co3pawTca 3anucu B Address
Lists, KoTopbM 3anpeweH pocTyn B uenoyke input Ha 14 pHewn.



