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Bridge —> New Bridge

[O][x]
Bridge | Ports  Port Extensions  VLAMs = MSTls = Port MST Ovemides  Fiters NAT  Hosts  MDB \F Radio
* =] v]x
'Name /| Type L2ZMTU |Tx Rx T | | | Signal Up
o LAN -85 07
R & bridge Bridge 1598 74.9 Mbps 2.0 Mbps -48 01
R & bridgeguest  Bridge 65535 Obps Obps 58 01
3 00
ml|E3

Interface <bridge-guest:

General |5TF VLAN  Status  Traffie

Name:

Admin. MAC Address: |

Ageing Time: |D'|]:1]5:DD

[ 1GMP Snooping
[ ] DHCP Snooping

Fast Forward

Type: |Bridg& | | Apply |
MTU: | |-
[ o |
Actual MTU: | 1500 |
L2 MTU: | 65535 |
+ MAC Address: |C6:03:69:14:31:32 |
2items out of 12 (1 selected) AR [anabled s | = |
ARP Timeout: | |- Torch

\enabled

mnning



https://tst-amo.net.ua/blog/?p=5152

IP — Addresses — New Address

Address <10.0.0.1/24=

Comment

+ = v O T Address: |[TRIED]

Af:id{gs;mm :Jgi;gr:; Metwork: [10.0.0.0 -

D < 94158.83.27/24 94158830 | Imeface: |bidge-guest ¥
o LAN

= 192.168.1.1/24 192.168.1.0

Copy

Remaove

enabled

IP — DHCP Server —> DHCP Server Setup

Co3paeM DHCP cepBep gns rocrteBouM cCeTu, HO B HacTpoumkax DNS
nyJdwe ykasaTb google (8.8.8.8; 8.8.4.4)



DHCP | Metworks = Leases Options  Option Setz  Vendor Classes  Mlerts

EE E | DHCP Config || DHCP Setup |

|Name 4 |Irrterface |F§ela',r |Lease Time |Address Pool |Add:
dhep-guest bridge-guest 00:10:00 dhep_pool_guest no
dhcpdan bridge 03:00:00 dhcppoaldan yes

DHCP Server <dhcp-guest:

Generic ||:}ueugg Script oK
Mame: | | Cancel

Interface: |br1dge-guest Apply
Relay: | | b

Lease Time: |ﬂﬂ:1ﬂ:1}[l |
E Copy

Disable

i

Bootp Lease Time: |Fnrever

Address Pool: |dhcp_pool_guest |
DHCP Option Set: | |-
Src. Address: | |-
Delay Threshald: | |-
Authoritative: |yes Ik
Bootp Support: |5tatic || ¥
Client MAC Limit: | |-
Use RADIUS: no =]

[ ] Mlways Broadcast

[ ] Add ARP For Leases
Use Framed As Classless
Corflict Detection

enabled |

MoxHO nocTtaButb ranodyky Add ARP For Leases,
KOHTPONb 3TOW CeTHw.

NepexoguMm B CAPsSMAN. Co3paeM npodusb roCTEBON CeTH

€C/In  HYXeH



CAP Inteface = Provisioning Corfigurations = Channels =~ Datapaths  Security Cfg. |.Flmess|Jst Rates Remote CAP  Radic  Reagistratiol

#=llg]|v]

Mame £ |.Putherrticatiun T'_.rpe|Encr'_.rptiun |Gmup Encryption |Gmup Key Update |Passphrase EAP Methods |
securty 23 WPAZ PSK aes com aes com 00:20:00 ===
securty?G-guest  WPAZ PSK aes com aes com e
securityb WPAZ PSK aes com aes com 00:20:00 ===

CAPs Securty Configuration <securtyG-guest:

| oK
Authertication Type: [ | WPA PSK [w] WPAZ PSK [ WPAEAP [ | WPAZ EAP -
En ion: || aes cocm tki -
ok D cn ke
Group Encryption: |aes com |#| = I
Eamne (el Group Key Update: | | -
F'assphrase: rrrmrrenne | -~ | an |
Disable PMKID: | v
EAP Methods: | -

BoibpaeM 6e€30nNacHOCTb, €C/IM OHa HYXHa.

Co3paeM rocteson Datapath

CAP Inteface  Provisioning Corfigurations  Channels  Datapaths |Sec1..|rﬂ}r[2fg. Access List  Rates  Remote CAP  Radio

+=] =] [v]

Name / | Bridge Local For... [Client To ... |VLAN Mo... | VLAN ID |
datapath 25 bridge yes
datapath2G-guest  bridge-guest CAPs Datapath Configuration <datapath2G-guests
datapathba bridge yes
i o =Ml datapath 25-guest QK
MTU: | |~ Cancel
L2 MTL: -
| | Apply
ARP: | |-
Bridge: |bridge-guest S
_ Copy
I iems Bridge Cost: | |-
Remove

4

Bridge Horizaon: |

Local Forwarding: | | b
Cliert To Client Forwarding: | | -

VLAN Mode: | |-

Co3paeM KoOHOUrypaumio



s Configuration <cfg_2G-guest:

[=] E | CAPs Configuration <cfg_2G-guests

Wisless | Channel Rates Datapath  Securty

MName: |cfg_ZG-guest |

Mode: |ap || 3| - | Boply |
S5ID: |ASUS Guest | =
Hide 551D | | =

Load Balancing Group: | | -
Distance: | | -
Hw. Retries: | | =
Hw. Protection Mode: | | 7
Frame: Lifetime: | | -
Disconnect Timeout: | | -
Keepalive Frames: | | -
Country: |no_cour|try_se¢ || $| -

instaliation: [EXTHN | + | ~

Max Station Count: | | =
Multicast Helper: | | hd
HT T Chains: [w]| 0 [w|1 [« 2 [ 3 a

HT Rx Chains: (w0 [w|1 [w2 [ 3 -~
HT Guard Interval: | ~

Wireless  Channel ‘ Rates Datapath = Security

Chomne: EETTEEERI = | ~
Frequency: | .
Secondary Frequency: | = | T |
Control Channel Width: | | -
Band: -
Extension Channel: : : -
Tx Power: | | -
Save Selected: | | o~
Reselect Interval: | | -
Skip DFS Channels: | | -

=l E3 CAPs Corfiguration <cfg_2G-guest>

Wirgless Channel Rates Datapath |Sec|..|nty

O 0T (Ml datapath 2G-guest

MTU: [32 | = Apply
L2 MTU: | |« | Commert |
ARF: | | - Copy
s -
Bridge Cost: | g
Bridge Horizon: | | hd
Local Forwarding: | | -
Client To Client Forwarding: | | -
VLAN Mode: | | -
VLAN ID: | | -
Interface List: | | -

Muthentication Type: | | - Apply
Encryption: | g | Comment |
Group Encryption: | | - Copy
Group Key Update: | | -
Passphrase: | | -
Disable PMKID: | |-
EAP Methods: | &
EAP Radius Accounting: | | -
TLS Mode: | | =
TLS Certificate: | |+

NepexoouMM Ha BKMagkKy Provisioning u KOppekTUpyeM KOHGWUIypauuio
ons 2G pobaBuB slave KoHOUrypauuio



CAP Inteface  Provisioning | Configurations Channels Datapaths  Securty Cfg.  Access List  Rates  Remote CAP Radic  Registration Table

[#|=| | %] o] 7]

H | |Radio MALC |Iv:ier1'c'rt5r Regexp |Commcn Mam... |Podicr1 |I'¥'Iaster Configurati... |5Iave Configuration |
0 00:00:00:00:00.00 create dy... cfg_5G
1 00:00:00:00:00:00 create dy.. cfg_2G

CAPs Provisioning <00:00:00:00:00.00:

Radio MAC: [00:00:00:00:00:00 | oK
Hw. Supported Modss: | [E= Canced
Identity R :
2Zitems (1 selected) Common Name Regexp: |
IP Address Ranges: | [E=
Action: |create dynamic enabled =] | Comment |
Master Configuration: |cfg_2G |#] Copy
SaveComosaion: TR+ | ¢ [ Renove |
Mame Format: |pre'ﬁ: identity || 3|
Name Prefix: |2G | -
enabled

Nanee B MeHw Remote CAP BupenseM Hawuv TOYKM U HAXMMAEM KHOMKY
Provision

CAPsMAN

CAP Inteface  Provisioning Configurations  Channels  Datapaths  Securty Cfg. | Access List  Rates  Remote CAP ‘ Radio = Registration Table

IEI Provision | Upgrade || Set ldentity |

Address 4 | Name |Bcard |Seria| |\|"ersinn |Iderrt'rt:.' |Ease MALC |State |Hadins
127.0.0.1 [DC:2C.6E:E.. RBD53G-5H... F34EOFAODIEF 6496 ASUS DC:2C:6E:EC:01:B3 Run 2
2C:.C8:1B:25:FED3 [2C:C8:1B:25:.. RBY1-2nD  D1130EE49B... 6.49.6 Divan 2C.C8:18:25:FE:D3 Run 1
2items (2 selected)

B meHio CAP Interface nosBMTCS Haw rocteBOW MHTeppenc Kak sub
MHTepPenCc OCHOBHOM TOYKM. ITO ¥e BMAHO M B MeHw WiFi Intefaces



WiFi Interfaces | WEDG Station  Nstreme Dual  Access List  Fegistration  Connect List | Security Profiles = Channel

IE”EI EE . . | CAP || WPS5 Client || Setup Repeater || Scanner || Freq. Usage || Alignment |

'Name /| Type \Actual MTU | Tx T

—managed by CAPsMAN
— channel; 2462/20-C/an{15dBm), 5510 ASUS, CAPsMAN forwarding

%S5 g wian1 Wireless (IPQ4015) 1500 0 bps 0 bps
—managed by CAPsMAN
— S5ID: ASLIS Guest, CAPsMAN forwarding

Nk ¢=x wlan Virtual 1500 () bps () bps
— managed by CAPsMAN
— channel: 5280/20eeCe/ac/DP{14dBm), 5510 ASUS-5G, CAPsMAN forwarding

x5 g wlan? Wireless (IPQ4015) 1500 () bps () bps

CAPsMAN

CAF Interface | Provisioning Corfigurations  Channels  Datapaths  Securty Cfg. | Access List  Rates  Remote (

IE”EI @ | Reszelect Channel || Manager || AAS |

'Name / | Type \Actual MTU L2 MTU | Tx R

DRSMB @9 2G-ASUS-1  CAP Interface 1500 1600 7.9kbps
DSB 9 2G-ASUS-.. CAP Interface 2 1600 0bps
DRSMB ) 2GDivan-1  CAP Interface 1500 1600 354 4 kbps
DsB #H 2G-Divan-1-1 CAP Interface 32 1600 O bps
DRSMB @9 5G-ASUS-1  CAP Interface 1500 1600 7 9kbps

4

bHitems out of 15

3anpeTtMM 3TMM ceTaM obwaTtbCsi Mexgy cobon.
IP — Route — Rules

Co3pnaeMm gBa npasuna ¢ Action drop



Routes  Mexthops Fules |"l.|"Fi.F

#| =l lv|lx||a] 7]

# | |5rc.Address |Dst.Address |F§uu‘ting Markllrrterface |A-::tiur1
0 p 10.0.0.0/24 192.168.1.0/24 drop
1 b 192.168.1.0/24 10.0.0.0/24 drop

Palicy Routing Rule <=
Src. Address: |IEXRITRET |
Dst. Address: | 10.0.0.0/24 |- | Concel
Routing Mark: | |- Pogly
Interface: | |-
Action: |drop [E3!
Table: | || i|
2items | enabled |

Policy Routing Rule <=

Src. Address: (ISR
Dst. Address: | 192.168.1.0/24
Routing Mark: | |-

Interface: | |-

Action: |d ¥
N =

Table: | %]

enabled |

CnepywwuMn war — OrpaHU4YMM CKOPOCTb FOCTEBOM CETH.

HYXHO M3MeHUTb npasuno firewall fasttrack
MW HacTpoOUTb oyepenm.

IP — Firewall

Ona sToro



Firewall Rule <192.168.1.

;1. defconf: accept out ipsec policy

a7 4 accept forward
- defconf: fasttrack General ‘ Advanced FExtra Action Statistics
kl W fasttrack connection forward ) =
.., defconf: accept established related, untracked Chain: ” *
9 4" accept forward Src. Address: [ | |1‘32.163.1.ﬂ,-’24 | - | Apply |
1+ defconf: drop invalid
40 8 drop forward Dst. Address: | | = ’W‘
.., defconf: drop all from WAN not DSTNATed
e forerd o -
;1 Drop - port scanners Src. Port: | | o
42 8 drop input Copy
.:: Drop - port scanners Dst. Port: | |
43 % drop forward Any. Port: | | = e
: Sodu x
e Out, Interface: | | = | Reset All Counters |

3TuM npasunoM Mbl rosopuM, 4Tto fasttrack bypet paboTaTb TOSbKO

B Halleh ceTu, HO HEe B rOCTEeBOW.
[enaeM orpaHuyeHus.

Queues —> Queu Types

Co3pnaeM gBa orpaHuyeHusa Ha download u upload

Simple Gueues  Inteface Queues  Queue Tree  Queue Types ‘

[#][=] 7]

| |Type Name & |Kir|d |

Type Name: |queue1-gue5t-dnwnlnad

o =
Rate: | 20M | bits/ Spply
Queue Size: |50 | KiB
Copy
Total Queue Size: | 2000 | KiB
Burst Rate: | | * bits/s
Burst Threshold: | | -

Burst Time: | 00:00:10 |
Classifier: [ | Src. Address Dst. Address
[ ] Sre. Port || Dst. Port

Src. Address Mask: |32 |
Dst. Address Mask: |32 |
|
|

Src. Address6 Mask: | 128
Dst. Address6 Mask: 128

Type Name: 0K
ot 3
Rate: | 20M | bits/
Queue Size: |50 | KiB _
Total Queue Size: | 2000 | KiB
Burst Rate: | | * bits/s
Burst Threshold: | | =

Burst Time: | 00:00:10 |
Classifier: [ Src. Address [ | Dst. Address
[ ] Sre. Port [ ] Dst. Port

Src. Address Mask: |32 |
Dst. Address Mask: |32 |
|
|

Src. Address6 Mask: | 128
Dst. Address6 Mask: 128




Simple Gueues | Interfface Quewes  Queue Tree  Queus Types

[#]=] ][] [ [7]

10 Reset Counters || 10 Reset All Counters |

# | |Name |Targe.-t |Upluad Max Limit

|Duwnluad Max |Jm'rt|Pac:ket Marks

MNew Simple Queue

Taorch

General | Advanced ~Statistics Traffic Total Total Statistics | OK |
Mame: |queue'|-guest | Cancel |
Target: | 10.0.0.0/24 |+] = | Poply |
P | i | Dissble |
Target Upload Target Download | Commei |
Ma Limit: |3'|]M || $| |3'I]I'H'I || ¢|b'rts.r’s | " |
— - Burst
Burst Limit: |ur1|im'rted || $| |un|im'rted || ;|b-,t5;5 | Remaove |
Burst Threshold: |unlimited | %] |unlimited | ¥ | bits/a | Reset Counters |
h Burst Time: |ﬂ | |ﬂ |5 | Reset All Counters | I
~= ™ Time |

Mew Simple Gueue

General Advanced |aaﬁsucs Traffic  Total Total Statistics

[NogknwyaeMca M MpoBepseM.

o |
Packet Marks: | |= | Cancel |
Target Upload Target Download | Apply |
Lirnit At: |ur1|im'rted || i| |ur1|im'rted || * |b'rts;’s | Disable |
Priority: |3 | |1|3 | | Comment |
Bucket Size: |0.100 | [0.100 | ratio | = |
CGlueue Type: |queueZ—guest-upluad || ¥ | = |

emove
Parent: |nune || $| | Resct Connliss |
| Reset All Counters |
| Torch |

enabled |




