HacTpounka CAPsMAN Ha
OBYXAMana3oHHOM poyTepe

Ectb pBa poyTtepa Hap ac”3 u Hap Lite. MepBbin OByXOuMana3OHHbIN U
BbICTYMAaeT B POAM MapuwpyTusaTtopa, BTopoum bymeM mcnonb3oBaTb Kak
TOYKY OOCTyna nNpu NOCTPOeHun “OecwoBHOro” poyMuHra.

MpoBepsaeM NPOWMBKWU, OHWU MOOSIKHb ObITb CBEXUMUM U Ha BCeEX
YyCTPOUCTBAxX OOWHAKOBbLIE.

Check For Updates =] E3
Channel: ¥ | oK |
Installed Version: [6.49.6 | Check For Updates |

Latest Version: |6.45.6

What's new in 6.49.6 (2022-8pr-07 17:53):

*} led - fixed wireless signal strength led on Cube Lite6(;

“) routerboot - fixed packet receiving in etherboot on Wireless Wire nRAY;

) winbox - added migsing "3GGP RAW™ parameter under “Interface Wireless/Interworking
Profile" menu;

*) wireless - fixed GLID version in 3gpp information;

What's new in 6.49.5 (2022-Mar-14 13:31):
"} defconf - fixed invalid default password setting after configuration reset (introduced in

v6.49.4);
*) afp - improved SFP module detection on CRS5106 and CRS112;

System is already up to date

Ha nepBoM ycTpoucTBe — BCe OTJIM4HO, a BTOpoe npuwnocb OOHOBUTH
n cOPOCUTbL HACTPOUKM


https://tst-amo.net.ua/blog/?p=5119
https://tst-amo.net.ua/blog/?p=5119

Reset Corfiguration =] E3

Keep User Configuration | Reset Configuration |
CAPS Mode | Cancel |
v| No Default Corfiguration

v/|:Do Mot Backup

Run After Reset: -
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. CAPs Ha KOHTponepe (poyTep B MOoeM cCliy4ae)
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CAPsMAN — CAP Interface —> Manager —> Enabled

CAF Inteface | Provisioning Corfigurations Channels  Datapaths — Securty Cfg. | Acce:

gh (1| |57 | | Reselect Channel || Manager || AAA
Mame Type Actual MTU (L2 MTU | Tx
DRSMB i 2G-A5US1 CAP Interface 1500 1600
DRSMBE 9 25-Divan-1 CAP Interface 1500 1600
DSME 9 BG-ASUS-1 CAP Intefface 1500 1600
CAPs Manager =] E3
v Enabied oK

Cerfficate: - e

CA Certfficate: -
ply

Require Peer Certfficate
Interfaces

Jis

P Generated Certfficate:
ditems out of | Generated CA Certfficate:

Package Path:

+

lUpgrade Policy: |none




CAPsMAN — Channels

CAP Interface  Provisioning Corfigurations  Channels | Datapaths = Securty Cfg.  Acces

+=/lal[v

Mame i |Frequenc'_.r Secondary Freque...|Currtro| Channel ... |E|and
channel2G 2412, 2437, 2462 20Mhz 2ghz-onlyn
channel5G h280 20Mhz bBghz-a/n/fac

CAPs Channel <channel2G:

Name: oK |
Frequency: |2412 v m
T —
|2462 ¥
Secondary Frequency: | v
Cortrol Channel Width: | 20Mhz [+ « | Coy |
2items (1 selected) Band: |2ghz-ur1hrr| || $| -
Extension Channel: |KK || $| -
Tx Power: |1E | e
Save Selected: | | 7
Reselect Interval: | | 7
Skip DFS Channels: | |+

CAPsMAN —> Datapaths



CAP Inteface  Provisioning Corfigurations  Channels  Datapaths | Security Cfg. | Mccess |

g = 0 T

Mame Bridge Local For... |Cliert To ... | VLAN Mo | VLAN 1D
datapath2G bridge yes

datapath53 bridge yes

CAPs Datapath Corfiguration <datapath2G:

L2 MTU: -
ARP: -
Bridge: |bridge ¥ |
Copy
Bridge Cost: -
R
Bridge Horizon: -
2it 1 selected
ens (12 ) Local Forwarding: -
Client Ta Client Forwarding: |+ -~
VLAN Mode: -
WVLAN ID: -
Interface List: -

Local Forwarding — Becb TpaduK 3aBOopaymBaeTCs Ha KOHTponep

Client to Client Forwarding — BO3MOXHOCTb 06MeHa TpadukoM
Mexpy KiaueHTamu, T.e pocTyn K Apyr ppyry (certesBasd wapa,
NPUHTEP WX MeguMa YCTPOUCTBO)

CAPsMAN —> Security Cfg.



CAP Inteface = Provisioning Corfigurations  Channels  Datapaths Security Cfg. |Ac:c=ess|Jﬁ Ratez Remote CAP  Radio

+|=]la][¥]

Mame i |Autherrticatinn T';pe|Enc:')rptiun |Gmup Encryption |Gmup Key Update |Passphrase |EH.F" Methaoc
securty2G WPAZ PSK aes com aes com 00:20:00 ==
securtyhis WPAZ PSK aes ccm aes com 00:20:00 =

CAPs Securty Configuration <security 2G>

ok |
Authentication Type: [ | WPA PSK WPAZ PSK [ | WPAEAP [ | WPA2EAP -
Encryption: (v aes cem [ | tkip -
Group Encryption: |aes com || i| -
Group Key Update: |1}I]:2'I]:Dﬂ | -
Passphrase: [~ | & | Copy |
Disable PMKID: | v
EAP Methods: | &
2items (1 select EAP Radius Accourting: | | -
TLS Mode: | |
TLS Certfiicate: | |

CAPsMAN —> Provisioning



CAP Inteface  Provisioning |Cﬂnﬁguratiuns Channels Datapaths Securty Cfg.  Acces

+|=| lv]lx||a] 7]

# | |Hadiu MAC |I|::|v.=:1'1’c'rt'_.r Regexp |Cummnn Nam...|.ﬂc:tiur1 |I'H'Iaster Corfigurati
0 00:00:00:00.00.00 create dy... cfg_bG
1 00:00:00:00:00:00 create dy... cfg 2G

CAPs Provisioning <00:00:00:00:00:00:

Radio MALC: |[iEEEEVIREIREY 0K
Hw. Supported Modes: | | = Cancel
Identity Regexp: | | P

Commaon Mame Regexp: | |

IP Address Ranges: | | &

Agtion: |create dynamic enabled | ¥ | Comment |
Master Corfiguration: |cfg_2G =] Copy
2items (1 selg
Slave Configuration: | =
Name Format: |prefix identity | ¥
Mame Prefix: |EG | -

enabled

210 npumep aonga 2,4 Ty Mogoynda, TO Xe HYXHO cpoenaTtb W Oong
yacTtoThl 5.

ONo6basnsem B CAPsMAN WiFi Ha poyTepe Wireless —> WiFi
Interfaces —> CAP



| #t v

| a1

6456 Pprfﬂ?,-‘ZDZZ 17:53:3
tools 6456 Apr/07/ 2022 17:53:3
6456 Apr/07/ 2022 17:53:3
6456 Apr/07/2022 17:53:3
6496 Apr/07/2022 17:53:3
WiFi Interfaces | WEDG Station  Mstreme Dual  Access
[F-|[=] [«][] [ cap |[ wes clent |
|Name 4 |T'_.'pe |Actuai
—manaaged by CAPsMAN

— channel: 2462/20-eC/an{15dBm), 551D: ASUS, CAPsM
x5 g9 wlani Wireless (IPQ4019)

—manaaged by CAPsMAN

— channel: 5280/20-eCee/ac/DP(14dBm), S5I10: ASLIS-H

X5 G wian2 Wireless (IPQ4015)

CAP =8
[w|:Enabled oK
Interfaces: |n-:£5nf || ¥ = el
— |
Lwizn? =) ¢ Apply
Certificate: |none [[#]
Discovery Interfaces: |bridge || 3| -
[] Lock Ta CAPsMAN
CAPsMAN Addresses: [127.0.0.1 | =
CAPsMAN Names: | | =
CAPsMAN Certificate Common Names: | | &
Bridge: |bridge || ?l
[ Static Virtual
Requested Certificate: | |

Locked CAPsMAN Common Mame: |

Tenepb NoOAKNKYaeMCsi Ha YyHOaNieHHY TO4YKYy AOCTyna WM MpoAesbiBaeM

nocnegHun nyHKT Wireless —> WiFi Interfaces —> CAP

WiFi Interfaces |Wﬁﬂ3 Station  Mstreme Dual Access List  Fegistration  Connect List = Securty Profles  Channels I

IEIIEI E@ . . | CAF || WP5 Client || Setup Repeater || Scanner || Freq. Usage | Alignment ||:

|Name |T1,rpe |Actua| MTL |Tx |Tx Packe
—managed by CAPsMARN
— channel: 2462/20=C/gn(16dBm), S5ID: ASUS, CAPsMAN forwarding
X5 g wlan Wireless (Atheroz ARS. 1500 0 bps 0 bps
CAP =] E3
[w:Enabled oK |
Interfaces: |wfanf || = Cancdl |
Certificate: |none ¥
| B
Discovery Interfaces: |bridge1 || i| =
[] Lock To CAPsMAN
CAPsMAN Addresses: | =
CAPsMAN Names: | -
‘| CAPsMAN Certificate Common Names: | =
1item out of 7
Bridge: |bridge 1 [E3
[ Static Virtual
Requested Certificate: | |
Locked CAPsMAN Common Name: | |




UPD YpaneHHas TO4Ka [OOCTyna 4Yepe3 HeKOTOpoe BpeMd Hayana
OTBa/IMBaTbCs C Takou ownmbkom B norax

CAP sent max keepalives without response

Nobeoun ownbky ybpaB u3 bridge wlanl-uHTepdenc Ha Heun, wu
noctaeun Discovery Interface — none B CAP MeHiw Wiraless.

B MeHw nosBATCA HaWwW TPU CO3[aHHBIX UHTepdenca

CAPsMAN

CAP Inteface | Provisioning Corfigurations  Channels  Datapaths  Securty Cfg. | Access List  Rates  Re
o= f=1| |F | | Reselect Charnel || Manager || AAA
Mame Type Actual MTU (L2 MTU | Tx R

DRSMB F 23-A505-1 CAP Interface 1500 1600 4 2 kbps
DRSMBE & 253-Divan-1 CAF Interface 1500 1600 142 4 kbps

Ds5MBE 9 BG-ASLS5A1 CAP Interface 1500 1600 0 bps

P
Jitems out of 11

Korpas s penan B nNepBbM pa3, S HayuMHan C ygalleHHOW TOYKM
nogknivyeHne Kk CAPsMAN n 3akaHuymBan Ha poyTtepe. B 3ToM cnyvae y
MeHs MnofbiMancd POyMUHI Ond 4vactoTtel 2,4 [y, HO He nopbiManca And
yacTtoTel 5 Iy, c ouwnbkou “He nopgmepxumBaeTcs KaHan”. 3Ty ownbky
HMKAK He cMor nobeguTb M pewnn MNOAHATbL CHavana Ha poyTepe a
MOTOM Ha YyOaneHHOM YyCTPOWUCTBE.

CopenaeM npuHyaouTenbHoe cbpacbiBaHME KIMEHTOB C TOYKM [OCTYynNa
npu yXyOWeHuu curHana

CAPsMAN — Access List



CAP Inteface  Provisioning Configurations = Channels Datapaths Securty Cfg.  Access List | Rates  Remote CAP | Radio  Registration Table

& | = v |® O T

H MAC Addrezs MALC Mask Interface Signal Ra...| Action Client To Clie... |VLAN Mo...|VLAN 1D
0 H -79.120 accept
1 & -120.-80 reject
IEHEI CAPs Access Rule <> = E3
i - — -
MAC Mask: = MAC Mask: | |- Cancel
Interface: bt Interface: hd
Apply ace Apply
5510 Regexp: 551D Regexp:
Signal Range: |-79..120 P Signal Range: |-120_-80 -
Allow Signal Out Of Range: |00:00:10 * Allow Signal Out Of Range: |00:00:10 ¥
e B = 5B
AP T Limit: - AP T Limit: hd
Client T Limit: 7 Client Tx Limit: -
Private Passphrase: hd Private Passphrase: -
Client To Client Forwarding: bl Client To Client Forwarding: 7
RADIUS Accounting: b RADIUS Accounting: -
VLAN Mode: 7 VLAN Mode: hd
VLAN 1D: hd WVLAN 1D: hd
enabled enabled

Co3paeM fOBa npaBwuia, OQHO O pa3pelleHus NOAKIANYEeHUs ecnu
CUIrHan Ka4ecTBEeHHbIM, BTOpoe cbOHpacbiBaeM KIWEHTa eCnn CuUrHan
cTan xyxe.

Knacu¢ukauma curHana

» -35..-50 — OTANYHLIN

= -50..-65 — Xopouwun

» -65..-75 — YOOBNeTBOPUTENbHbIN
= -75..-85 — Mnoxown

Noise Floor — ypoBeHb lWlyMa Ha AAHHOW YacCTOTe, HOPMaJibHbIM
cyntaeTtcsd 3HayvyeHue oT =-95 dB u Huxe. Ecnm 3HayvyeHue wyMa
npesbiwaeT =-90 dB, TO cnegyetr CMeHUTb 4YacToOTy WU YMEHbWUTb
WUPUHY KaHana.

Ecnu B ceTum ecTb ycTponcTtBa Apple HYXHO BbINOMHUTHL
pPEeKOMEeHOauum.



https://tst-amo.net.ua/blog/?p=5081

