
fail2ban
Блокировка на один час

/ip firewall filter
add  chain=input  protocol=tcp  dst-port=22  src-address-
list=ssh_blacklist action=drop \
comment="drop ssh brute forcers" disabled=no
add chain=input protocol=tcp dst-port=22 connection-state=new
\
src-address-list=ssh_stage3  action=add-src-to-address-list
address-list=ssh_blacklist \
address-list-timeout=1h comment="" disabled=no
add chain=input protocol=tcp dst-port=22 connection-state=new
\
src-address-list=ssh_stage2  action=add-src-to-address-list
address-list=ssh_stage3 \
address-list-timeout=20s comment="" disabled=no
add chain=input protocol=tcp dst-port=22 connection-state=new
src-address-list=ssh_stage1 \
action=add-src-to-address-list  address-list=ssh_stage2
address-list-timeout=20s comment="" disabled=no
add chain=input protocol=tcp dst-port=22 connection-state=new
action=add-src-to-address-list \
address-list=ssh_stage1  address-list-timeout=20s  comment=""
disabled=no

По аналогии можно защитить и другие сервисы.

https://tst-amo.net.ua/blog/?p=5078

