lonck n 6nokuposka BpepHbix IP

MpoOoonxeHne TOW UCTOPUN.

Tak Kak Ha HOBbIW CepBep nepeHocunacb cTapas 6a3a NOrMHoOB w
naponen (4to 6bl MaKCMManbHO CMAArYMTb ONSA NOMb30BaTEeNEeN WOK OT
nepesfa), TO nonagaluMCb OTKPOBEHHO cnabbie K nepebopy naponwu,
HanpuMmep 123321 wnu gwerl23. N ocobo NEeHUBbIE UX HE CMEHUNMU.
MosToMy nopobpanu naposib K CTapoOlM HO peako MOSIb3YEMOW Yy4yeTKe.
Ona Ha4vyana MeHaeM napofsib 4epe3 postfixadmin, a notoM 6aHum
pa3boMHMKOB .

BoiaCcHAeM KTO M 4YTO:

# cat amavis open relay.sh
#!/bin/sh

#2.2.2.2 - my IP wnn HapexHole IP

cat /var/log/amavisd-new.log | grep "OpenRelay" | grep -v -e
2.2.2.2 > /var/log/z open relay. date +%Y-%m-%d"

MNapcum IP (ecnun pobaBuMM K uniq -C — NOAYYUM KOJINYECTBO
BXOXOEHUN) :

# cat z open relay.2019-07-16 | grep "user name" | awk '{print
$11}' | uniq > /home/admin/ip ban 20190716.txt

Mony4ynnca Takon CMNUCOK:

[191.240.84.96]
[191.36.154.138]
[95.182.120.38]
[95.182.120.36]
[185.231.245.42]
[185.231.245.41]
[185.231.245.46]
[95.182.120.38]
[185.231.245.46]
[95.182.120.38]
[94.242.206.124]
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[185.231.245.40]
[185.231.245.44]
[94.242.206.127]
[185.231.245.48]
[5.44.45.137]
[94.242.206.124]
[185.231.245.43]
[5.44.45.143]
[5.44.45.139]

Ynctmum o1 CckKobok:

# sed -1 -e 's/\I[//g' ip ban 20190716.txt && sed -i -e
's/\1//9"' ip_ban 20190716.txt

# cat ip ban 20190716.txt
191.240.84.96
191.36.154.138
95.182.120.38
05.182.120.36
185.231.245.42
185.231.245.41
185.231.245.46
95.182.120.38
185.231.245.46
95.182.120.38
94.242.206.124
185.231.245.40
185.231.245.44
94.242.206.127
185.231.245.48
5.44.45.137
94.242.206.124
185.231.245.43
5.44.45.143
5.44.45.139

C noMouwbld CKpunTa 3aroHseM ux B Tabnuuy Ha “BeyHbin” 6aH:

# cat add ip to ipfw.sh

#!/bin/sh

# IPFW table 3, 4

cat /home/admin/ip ban 20190716.txt | { while read ip;



do
/sbin/ipfw table 3 add $ip;
done;

}



