ipcad — nomcyeTt Tpaduka

YcTaHOBKa:

# cd /tmp

# wget
http://rnd.rajven.net/centos/7/0s/x86 64/ipcad-3.7.3-5cnt7.x86
_64.rpm

# yum install ipcad-3.7.3-5cnt7.x86 64.rpm -y

[MpaBuUM KOHOWUT :

# vi /etc/ipcad.conf

capture-ports enable;

interface "enp3sl" promisc;

#ECnNn HyXeH MapKupoBaHHbIM Tpaduk
#interface ulog group 1;

interface tun@ promisc;

aggregate 192.168.113.0/24 strip 32;
aggregate 10.8.0.0/24 strip 32;
aggregate 0.0.0.0/0 strip 32;

rsh enable at 127.0.0.1;

rsh root@l127.0.0.1 admin;

rsh user@l27.0.0.1 deny;

rsh 127.0.0.1 view-only;

netflow export version 5;

netflow export destination 127.0.0.1 9998;
pidfile = /var/run/ipcad.pid;
dumpfile = /var/log/ipcad/ipcad.dump;

Co3paeM gupekTopuw, danmn M Ha3HayaeM npaBa AgocTyna:

# mkdir -p /var/log/ipcad && touch /var/log/ipcad/ipcad.dump
&& chmod 600 /var/log/ipcad/ipcad.dump

Ecnn MapkupyeM nakeTbl TO ponuceiBaeM npasuna iptables pgns
MapkupoBku (nocne NAT):

# IPCAD
iptables -A FORWARD -j ULOG --ulog-nlgroup 1
iptables -A OUTPUT -j ULOG --ulog-nlgroup 1


https://tst-amo.net.ua/blog/?p=4089

3anyck:
# ipcad -rds

3HayeHne KJIYen TaKOBO:

I — NpU 3anycke uMnoptupyeM paHHole n3 dumpfile;

=d — 3anyckaem npouecc B Buae OeMoHa (npu nepBOM 3anycke
€ro MOXHO He WMCnonb30BaThb);

S — N0 3aBepuweHWw paboTbl COXpPaHATb CTAaTUCTUKY B
dumpfile.

[MpOCMOTP CTATUCTUKMK:

# rsh localhost show ip accounting

NMone3Ho NepuoanYecKn COXPaHATb TeKyllylw CTaTUCTUKY B daunn:

# rsh localhost dump > /var/log/ipcad/ipcad. date’

0bwMM CMHTAKCUC KOMaHO pns ipcad BuirnaguT chnepywowuM obpa3om:
rsh host comand

roe host — 370 X0CT, Ha KOTOpPOM BeOoéTCs CTaTUCTMKa, a comand —
3TO0O CaMa KOMaHpa. B paccMatpuBaeMoM cny4vae 3HaveHueM host
apnaetca Llocalhost.

Mo kKomMaHpe:

rsh localhost help

pocTyneH MOMHLIN CMUCOK KOMaHO. A WMEHHO:

n show ip accounting — nokasaTb CTATUCTUKY.

n clear ip accounting — cbpoCuUTb CTAaTUCTUKY OO KOHTPOSbHOW
TOYKM. EcCnM KOHTpoNbHas TOoYKa He 3afaHa, TO CTaTUCTUKaA
cbpacbiBaeTCsa B HOJMb.

n show 1ip accounting checkpoint — noka3aTb CTATUCTUKY,
COXPaHEHHYW B KOHTPOJIbHbIX TOYKaXx.

n clear ip accounting checkpoint — cbpocuTb BCe KOHTpPOJIbHbIE
TOUYKMU.

n show ip cache flow — nokasatb K3w NetFlow.

n show interface <iface> — noka3aTb CYETYMK UHTepdeunca



<iface>.

n dump [<path>] — coxpaHuTb TeKywyw CTaTUCTUKY B ¢paun <path>.
Ecnn <path> He yka3bBaTb, TO cTatuctuka cbpocutca B dumpfile,
yKa3aHHbIM B KOHOUrypauunoHHoM ¢panne ipcad.conf.

n restore [<path>] — BoCCTaHOBUTbL CTaTUCTUKY.

n import [<path>] — umnopTupoBaTb (H00aBUTbL) CTATUCTUKY.
n stat — noka3aTb Tekyuee cocTosaHue paboTbl ipcad.

n show version — noka3aTb Bepcuw M uptime ipcad.

n shutdown — 3aBepuntb paboTy ipcad.

an 3anycke CKpunta BO3MOXEH BbIBOO BadpPHWHIA:

# /home/$user/bin/ipcad.ch

connect to address ::1: Connection refused
Typing 127.0.0.1...

connect to address ::1: Connection refused
Typing 127.0.0.1...

IP accounting cleared

connect to address ::1: Connection refused
Typing 127.0.0.1...

localhost y Bac pe3onsutcsa B

host localhost
localhost has address 127.0.0.1
localhost has IPv6 address ::1

CHa4dana wupeT nonbiTKa KOHHEeKTUTCA K ::1:514, TaM HUKTO He
cnywaeTt, nocne rsh pgenaeTt KOHHeKT K 127.0.0.1:514 a 1taM y Bac
ipcad, TpakTyuTe 3TO0 He KakK owumbkKy a Kak warning, Ha paboTy
Ballero CKpUNTa 3TO He OKa3blBAeT HUKAKOro BJIMAHMUA.

Ecnn Bac 3To pyraHb CUNbHO HanpsraeT, TO MOXeTe 3aMeHUTb B
cKpunTe

rsh localhost Ha rsh 127.0.0.1

http://www.adodo.ru/blog/linux/95.html
http://www.gentoo.ru/node/11796

http://muff.kiev.ua/content/ipcad-netflow-sobiraem-i-slivaem-s
tatistiku-traffika



https://local.com.ua/forum/topic/81132-ipcad-%D0%BD%D0O%B5 -%D0%
BE%D1%82%D0%B4%D0%BO%D0O%B5%D1%82 -

%D 1%81%D1%82%D0%B0%D1%82%D0%B8%D1%81%D 1%82%D0%B8%D0%BA%D 1%83 -
%D 0O%BF%DO%BE - %D 1%8 1%D0%B5%D 1%82%D0%B8 /

https://www.nixp.ru/articles/11.html

https://forum.netgate.com/topic/72733/%D0%BD%DO%B5 -%D1%80%D0%B
%D0%B1%DO%BE%D1%82%D0%B0%D0%B5%D1%82-ipcad-%D0%BD%D0O%B5 -

%D 0%B7%D0%B0%DO%BF%D1%83%D 1%8 1%D0%BA%D0%B0%D0%B5%D 1%82%D 1%8 1%D
%8F

IPCAD installation on CentQS 7



https://marianvlad.ro/ipcad-installation-centos/

