Samba — nogpobHoe norupoBaHue

Bknwoyenne mopyna full audit, no3sonfer yBupgeTb KTO U K KaKOMy
davny obpawancs, KTO CO3[an, yRanuna WAW MNepeuMeHoBan
KOHKpeTHbM daun wnm KaTtanor.

KonunyectBo coobuweHnn, 3anucbiBaemblx B nor-¢awnsl, gna scex VFS
Moaoyneu MoxeT ObTb 3afgaHo crefgywwmMMm napaMeTpoM B CeKUUM
[global]:

log level = 0 vfs:2

Ecnu nnaHupyeTtcs coxpaHaTb Nor-daunsl OUTENbHOE BpPEMS, MOXET
ObITb NONE3HbLIM yKa3aHue napaMeTpa

max log size = 0

Pa3Mep nor-¢anna 3apmaetca B kKunobaumtax. [pu poOCTUXEHUHU
yKa3aHHOro 3HayeHusa ¢aunn bynoeTt nepeumMeHoBaH, nyTteM pobasneHus
K uMeHn ¢panna pacwumpeHus .old. 3HayeHune O OTKIWYAET MNPOBEPKY
pa3Mepa (B 3TOM cfly4ae Heob6xoOouMMo caMoOCTOATeNbHO N03aboTUTbCH
0 pa3Mepe nor-d¢auna, K npuMepy, HaACTPOUB COOTBETCBYIOUMUM
obpa3oM logrotate).

Ona akTuBauuum MOOyna ayauTa, B CeKUUMU, KOTopas ONuUchLiBaeT
pacuwapeHHbln pecypc, pobaenseTrca CTpokKa

vfs objects = full audit

B pe3ynbTaTe paHHble 0 gocTyne K ¢awnam OyayT 3anuceiBaTbCd B
syslog, nubo B nor-¢anmn no ymonyaHuw (log.smbd). 3pecb xe,
yepe3 npobesn, Moryt 6biTb 3apaHbl gpyrue VFS mopynu.

MoXHO YyKa3aTb [OOonoNHWUTenbHble napametpbl Mogymi full audit.
NMpednkc, coobueHun B nor-dpaunne:

full audit:prefix = Su|S%I
(kaxpasa cTpoka bypmeT HayMHaTbCA C user|ip _adress)

Kakune ownbku ponxHbl oTobpaxaTbCs B Nor-paune:


https://tst-amo.net.ua/blog/?p=3504

full audit:failure = none

(He npoTokonupyem ownbku)
OenctBns nonb30BaTenen, KOTOpPble 3anucCbiBalOTCA B NOT -pans

full audit:success = connect disconnect opendir mkdir rmdir
closedir open close read pread write pwrite sendfile rename
unlink chmod fchmod chown fchown chdir ftruncate lock symlink
readlink link mknod realpath

NMapamMeTpbl, nNo3BOoNfkWME YyNpaBNATb 3anuCbld B XypHalbl QEMOHOM
syslogd:

full audit:facility = local5
full audit:priority = notice

NMpumep, B cekuun [global]:

# Moppo6HbIM nor
log level = 0 vfs:2
max log size = 0

vfs objects = full audit recycle

full audit:prefix = %u|%I|%S

full audit:failure = none

full audit:success = mkdir rmdir open read pread write pwrite
sendfile rename unlink lock

full audit:facility = local5

full audit:priority = notice

» full audit:prefix — %u — uMa nonb3oBaTtens, %I — ero
IP, %S — uMa pacwapeHoro pecypca (ecnu pecypc oAguH
CMbiC/la B HEM HerT)

» full audit:success — Kakue ypgadHole cobbiTua OypyT
norunpoeaTbCH

« full audit:failure — 71O Xe caMoe, 4TO Bblle, TOJNILKO ANA
ownobok

« full audit:facility - kaTteropua cobbiTun syslog, B

KoTopyw OyayT nonagaTb 3anucu
 full audit:priority — npuoputeT 3anucen gna syslog. [Ons
caMbbl 6ygeT pocCcTaToO4YHO npuopuTeTa notice, 4yeM ee 3anucwu



Mo CYyTU U ABMSNTCS
YT0obbl COODWEHMS 3anucbiBanuMCb B 3agaHHbM danWn, HyXHO OnobaBuTb B

# vi /etc/rsyslog.conf

## SAMBA
local5.notice -/var/log/samba/audit. log

= mkdir — co3pgaHne OUPEKTOpPUU;

 rmdir — ypaneHue OUPEKTOpUU;

* Open — B KaKyw nNanKky 3axogunu uam OTKpbiBanu ¢dawun;
= close — C KakoW nanku BbIWAM WX 3aKpbin ¢daunn;
 read, pread — 4yTteHue(oTKpbITHE) ¢aunna;
-write,pwrite — 3anucb (M3MeHeHue) ¢auna/nanku;

* rename — nepemMeHoBaHWe ¢awnna/nanku;

= unlink — ypaneHwue.

B norax, 6yoyt B 3aBMCMMOCTWM OT OEUCTBUWA TaKue 3anucu:
Co3paHue dawnna

Jan 5 13:57:29 sdata smbd audit:
lera|192.168.113.11|open|ok|w|HoBbin TEeKCTOBbIM OOKYMeHT.txt

Co3pgaHue pgupekTopumn

Jan 5 13:58:03 sdata smbd audit:
lera|192.168.113.11|mkdir|ok|HoBasa nanka

OTKpbITME OUPEKTOPUM

Jan 5 13:58:03 sdata smbd audit:
lera|192.168.113.11|open|ok|r|HoBasa nanka

OTKpbITME Qanna

Jan 5 13:59:32 sdata smbd audit:
lera|192.168.113.11|open|ok|r|HoBbin TeKCTOBbIM OOKYMeHT.txt

CoxpaHeHue ¢auna

Jan 5 14:00:05 sdata smbd audit:
lera|192.168.113.11|open|ok|w|HoBbIN TEeKCTOBbIM OOKYMeHT.txt



KonupoBaHue ¢anna Ha CeTOBOM OUCK

Jan 5 13:54:52 sdata smbd audit:
lera|192.168.113.11|open|ok|w|200628876x7vPywI5wrJsY5NUCXC NVk
HQbMrzQlv. pdf

YpaneHue ¢auna

Jan 5 13:55:07 sdata smbd audit:
lera|192.168.113.11|unlink|0k]|200628876x7vPywI5wrJsY5NUCXC NVk
HQbMrzQlv. pdf

YnaneHue gupekTopuu

Jan 5 14:00:58 sdata smbd audit:
lera|192.168.113.11|rmdir|ok|HoBasa nanka

Mpuecc KonupoBaHWe Ha AWCK KaTanora “stat” c ¢awnnamm

Jan 5 14:01:56 sdata smbd audit:
lera|192.168.113.11|mkdir|ok|stat

Jan 5 14:01:56 sdata smbd audit:
lera|192.168.113.11|open|ok]|r|stat

Jan 5 14:01:56 sdata smbd audit:
lera|192.168.113.11|open|ok|w|stat/proxystat.l

Jan 5 14:01:56 sdata smbd audit:
lera|192.168.113.11|open|ok|w|stat/sborka.sh

Jan 5 14:01:56 sdata smbd audit:
lera|192.168.113.11|open|ok|w|stat/traflogans.1

Jan 5 14:01:56 sdata smbd audit:

lera|192.168.113.11|open|ok|w|stat/z.pl

HacTpouM poTauuw nOroeB, Q[ANA 3TOro OTpepakTupyem
/etc/logrotate.d/samba

/var/log/samba/* {
daily
notifempty
olddir /var/log/samba/old
missingok
sharedscripts
copytruncate
rotate 90



compress

}

XpaHuTb noru 3a nocnepHue 90 OHen, poTauuilo Oenatb pa3 B [O€Hb.



