Exim + Dovecot + MySQL

1. YctaHaBnueBaeM Exim:

cd /usr/ports/mail/exim
make install clean

Onumn (c 3apenoM Ha bypyuee)

[X]
[X]
[X]
[x]
[X]
[X]
[x]
[X]
[X]
[X]
[X]
[X]

CONTENT _SCAN Enable exiscan email content scanner
DAEMON Install scripts to run as a daemon
DISABLE D OPT Disable macros overrides using option -D
DKIM Enable support for DKIM

DNSSEC Enable DNSSEC validation

DOCS Build and/or install documentation

EMBEDDED PERL Enable embedded Perl interpreter
ICONV Enable header charset conversion

LMTP RFC2033 SMTP over command pipe transport
OCSP Enable 0OCSP stapling

PRDR Enable Per-Recipient-Data-Response support
SUID Install the exim binary suid root

SMTP Authorization

[X]
[X]
[X]
[X]
[X]
[X]
[X]

AUTH CRAM MD5 Enable CRAM-MD5 authentication mechanisms
AUTH DOVECOT Enable Dovecot authentication mechanisms
AUTH PLAINTEXT Enable plaintext authentication

AUTH SPA Enable Secure Password Authentication
SASLAUTHD Enable use of Cyrus SASL auth daemon

PAM Enable PAM authentication mechanisms

PASSWD Enable /etc/passwd lookups

[X]
[X]
[X]
[X]
[X]

Lookup support
CDB Enable CDB-style lookups

DNSDB Enable DNS-style lookups

DSEARCH Enable directory-list lookups
LSEARCH Enable wildcarded-file lookups
MYSQL Enable mysql lookups

[x]
[x]
[x]

Supported storage formats
MAILDIR Enable Maildir mailbox format
MAILSTORE Enable Mailstore mailbox format

MBX Enable MBX mailbox format

TLS support
TLS TLS support


https://tst-amo.net.ua/blog/?p=326

PepakTupyem conf ¢aun

cd /usr/local/etc/exim
ee /configure

# CONF EXIM + MYSQL + DOVECOT + CLAMAV + POSTFIX + DSPAM
# ABTOpM3auma - OOBEKOT. KBOTbHl, KnamMae, bl B Myckyne, dspam

# M9 Hawewn no4ytoBoW cuctemsl - HELO
primary hostname = mail.tst-amo.pp.ua

# xoct/bll/nonb30BaTtenb/naposnb
mysql servers = localhost/postfix/pOstFix/myPassWord

# CNMCOK OOMEHOB HalWleh NOYTOBOWM CUCTEMDI

domainlist local domains = ${lookup mysql{SELECT “domain" FROM
“domain’\

WHERE “domain ='${domain}' AND “active ='1'}}

# JlorrupoBsaHue

log selector = +all

#log file path = /var/log/exim/%D-%slog # JloruposaHue 6bygpert
Buga 20160924-mainlog and 20160924-rejetlog

log_file_path = /var/log/exim/%slog

# CnucoK OOMEHOB, [O/1% KOTOPbLIX HalWla No4YToBas CUCTEMa ABNAETCSH
pe3epBHOU

domainlist relay to domains = ${lookup mysql{SELECT “domain’
FROM “domain” \

WHERE “domain ='${domain}' AND “active ='1'}}

hostlist relay from hosts = 1localhost : 127.0.0.1
192.168.1.0/24

acl smtp rcpt
acl smtp mime

acl check rcpt
acl check mime

# lMpukpy4ynBaeM aHTUBUPYC - MNpWU yCNOBUKM, 4TO exim cobpaH
# c ero nopmepxkoun. B kKauyectBe aHTuMBMpSA w3aem ClamAvV,

# noo - MO ponxHo 6bITb cBOOOAOHBM! :)

# WTak, yka3biBaeM MecToOnosioxeHne coketa clamd.

acl smtp data = acl check data



av_scanner = clamd:/var/run/clamav/clamd.sock

# Agpec Kyga cnaTb Ha NpoBepky cnama (SpamAssasin), HO £
# 3T0 He w3aw. He TakK MHOro y MeHda cnama...
#spamd address = 127.0.0.1 783

# SSL
tls certificate = /etc/ssl/certs/dovecot.pem
tls privatekey = /etc/ssl/private/dovecot.pem

# OTknwyaeM IPv6
disable ipv6

#nopT smtp
daemon smtp ports = 25 : 465
tls on _connect ports = 465

# [onucbiBaeM [OOMEHbl OTMNpPaBUTeNnd W nonyyartens, €C/qM OHM He
yKa3aHbl

qualify domain = tst-amo.pp.ua

qualify recipient = tst-amo.pp.ua

allow domain literals = false
exim user = mailnull
exim group = mail

never users = root

# MpoBepaATb NpaMyi M obpaTHyl 3anucu y3na otnpasutens no DNS

# ToKa 3ayeM 3TO0 HYXHO - [JaxXe W He3Haw... CnaM Ha 3TOM He
pexetcH...

# 3aTo0 BO3MOXHb MpobfsieMbl - eCcnn cepBep 30HbH CKaXeT cepsep
dbannen

# TO NOYTYy OT 3TOro XocTta Bbl He nonyuute :)
#host lookup = *

# O0TKNAK4YaeM npoBepKy Mosb30BaTeNnen y3na oTnpaBuTens no
npoTtokony ident

# * 1O bypeT npoBepATb BCe

# identd - oH MoXeT OoTBeTUTb (a MOXET M He OTBETUTb - Kak

# HacTpouTb), ckaxeT UID nonb3oBaTend OT KOTOPOro YyCTaHOBJIEHO



# coeguHenne, Tun 0C, M uMma nonb3oBaTtensa. Tenepb, MNOHUMaeTe,
noyemy

# y BCex OHO 3apybneHo u davpsBonnaMM NO3aKpbITO?

#rfcl413 hosts = *

rfcl4l3 query timeout = 0s

# 3anpewaeM UCNofb30BaTb 3HAK % 019 ABHOW MapuwpyTu3auuym MoyThl
# No3BoNgeT BLINOSHATL YTO-TO TuNa - Npuwno coobuweHue Ha

# nokanbHbIM AWMK user%stest.su@lissyara.su u

# nepenpaBndeT ero Ha user@test.su. [lenaetca 3710 Ang

# nepeyncrneHHoro cnucka goMeHoB (* - Bce)
#percent hack domains =

# HacTtpounku obpaboTkum ownmboK pOCTaABKU, WUCMNONb3YWTCH 3HAYEHUS
No YMONYaHMIo

Ecnun coobuweHune ObINO HEOOCTaBfieHO, TO FEeHepUTCHa CoolleHue

06 owmnbke. Ecnu coobueHne 06 ownbke He ypanoCb OOCTaBUTb

TO OHO 3aMOpPaXMBAETCH Ha yKa3aHHbIM B 3TOM MYHKTEe CpoOK,

nocne 4yero CHoBa NOMbITKA [OCTaBUTb ero. lpu o4vepepHowm
Heypnaye - coobweHue ypanseTcs.

ignore bounce errors after = 2h

timeout frozen after = 14d

H H B H R

# CnNnUCOK XOCTOB, MOYTa OT KOTOPLIX NMPUHUMAETCH, HecMoTps
# Ha ownbkm B HELO/EHLO (TyT yka3aHa Mosa nofgceTb)
helo accept junk hosts = 192.168.1.0/24

# Yepe3 Kakoe BpeMs MOBTOPATb MNOMbITKY AOCTaBKHU
# 3aMOpPOXeHHOro coobuweHns
auto_thaw = 1h

# lpuBeTcTBME CepBepa
smtp banner = "$primary hostname, ESMTP EXIM $version number"
#smtp banner = "$primary hostname, SUPER-PUPER MAIL SERVER"

# MakCuManbHOe 4YMCNO OQHOBPEMEHHLIX MOOK/NYEHUN MO
# SMTP. PaccuuTbiBaTb Hafo MCXOQA W3 Harpysku Ha cepsep
smtp accept max = 50

# MakcuMasnbHoe 4ucno coobueHun npuHUMaemoe 3a OOHO COEAUHEHMue
# 0T ypanéHHoro cepsepa (win nonb3osatens). C uynmcnoMm 25



# 9 uMen npobnembl TOKa OOMH pa3 - KOrfda y MeHA TpWU OHA nexan
# wHeT M nocne ero nogbéMa nonépnum Meccarn. Ho y MeHAa He Tak
# MHOro nouytel - Bcero 30 nonb30oBaTenen.
smtp_accept max per connection = 45

# 4é-To nNpo norum n 6opbby C GNygoM - A Tak MOHUMaKW -
# MaKCuMManbHOe 4ucso CoobWeHUNn 3anucbiBaeMbiXx B 10K
smtp connect backlog = 30

# MaKCUManbHOe 4YUCNOo KOHHEeKTOB C OQHOro XocCTa
smtp accept max per host = 20

# Xon napbén - Ons yBeNMYEeHUMs MPOU3BOOMTENLHOCTH,
# pupekTtopua ~spool’ BHyTpu, pa3buBaeTcs Ha

# oupekTopunm - 3T0 yckopsaeT obpaboTky

split spool directory = true

# Ecnn y coobuweHns MHOro agpecaTtoB Ha yAanéHHbIX XO0CTaXx,
# TO 3anyckaTtecs OO0 YKa3aHHOro 4ucjia MakCUManbHO 4YMUCIIO
# napannenbHbIX NPOLECCOB OOCTAaBKMU

remote max parallel = 15

return size limit = 10K

# pa3pewaeM HenonoxeHHole cuMmBonbl B HELO (cTonkHyncs
# C 3TUM Cny4YanmHO - wmMA OUPMbl COCTOANO0 U3 OBYX CJI0OB
# n Kakon-to pasponban gomeH obossan my firme name

# nNpaAM C NOQYEPKMBAHUAMU. .. BUHOOBbIE KIIMEHTHI MpwU

# coeguMHeHMM PafoOCTHO panopToBann o cebe

# “vasya.my firme name  Hy a 3Kk3uM ux ¢ytbonun :))

helo allow chars =

syslog timestamp = no

# NlumnT pa3Mepa coobueHuna (50 merabant default)
message size limit = 1000M

HHHHHHHHHH R
### KoHPurypauma ACL gns BXomsuwen NoYTbl
begin acl



# J3Tn npasuna cpabaTbiBaT OS89 Kaxgoro nonyyatens
acl check rcpt:

# npuHuUMaTb CoobWeHMs KOTopble NMpUWAn C JIoKanxocTa,
# He no TCP/IP

accept hosts =

# 3anpewaeM nucbMa cofepxawue B JIOKANIbHOW 4YacTw
# cumBonbl @; %; !'; /; |. Yutute, ecnn y Bac 6bino
# “percent hack domains’ T0 % Hapgo yb6paThb.

# lpoBepawTCa NOKasbHbIE OOMEHLI

deny message = "incorrect symbol in address"
domains = +local domains
local parts = ~[.] : ~.*¥[@%!/]|]

# MpoBepseM HeponyCTUMblE CUMBOJbI [
# HenoKanbHbIX Mony4vaTenen:

deny message = "incorrect symbol in address"
domains = !+local domains
local parts = ~[./]|] : ~.*%[@s!] @ ~.*/\\.\\./

# MNpuHMMaeM Mo4YTy O/ NOCTMACTEPOB JIOKaNbHbIX AOMeHOB 6e3
# npoBepku oTnpaBuTens (8 3aKOMMEHTWpoBan, T.K. 3TO -
# OCHOBHOM MCTOYHMK CMamMa C MOM SfWMK) .

accept local parts = postmaster
domains = +local domains

3anpewwaemMm, ecsim HEBO3MOXHO MPOBEPUTb OTNPaBUTENS
(oTcyTCcTBYeT B CNMUCKE NOKalbHbIX MONb30BaTeneun)

Y ceba 9 3TO 3aKOMeHTWN, MO NPUYMHE, 4YTO HeKoTopble
xene3aku (npuHTepbl, & etc) u nporpammel (Kacnepckun, DrWEB)
yMeT cnaTb NO4YTy, B cryyae npobneM HO He yMewT CTaBUTb
HYXKHOro otnpasuTensa. Takue NMUCbMa 3Ta NpoBepKa He nyckaer.
require verify = sender

H OH OH H R R H

3+

3anpemaeM Tex, KTo He obMeHuBaeTcsH npmnBeTCTBEHHbLIMA



# coobweHusamm (HELO/EHLO)

deny message = "HELO/EHLO require by SMTP RFC"
condition = ${if eq{$sender helo name}{}{yes}{no}}

MMpuHMMaeM coobuweHnsa oT TexX, KTO ayTeHTupuumpoBancs:
Boobuwe, 60MbWWMHCTBO KOHPUIrOB B PYHETE - 3TO OOMH U TOT Xe
KOHOUI HanucaHHbiM Ginger, B KOTOPOM 3TOT MYHKT PacCnoOsiOXeH
BHM3Yy. HO npu TakoM pacnonoxeHun pybartca knueHTol C adsl,
ppp, ¥ nNpoyuMe 3ape3aHHble Ha nocnepywumx nposepkax. Ho 3To
X HenpaBunbHO! 3TO Mou nonb3oBaTtenu u3 poma! MoToMy

S 3TO MNpaBWIO PacnosioXMa OO MNPOBEPOK.

H OH K H R W H

accept authenticated =

# PybaeMm Hax, Tex, KTo nogctaBnset cson IP B HELO
deny message = "Your IP in HELO - access denied!"

hosts = * : !+relay from hosts : !81-196.lissyara.su
condition = ${if eq{$sender helo name}\
{$sender host address}{true}{false}}

# Pybaem T1ex, k1o B HELO nuxaet Mmon IP (2500 Mypakos
Mecau!)

deny condition = ${if eq{$sender helo name}\

{$interface address}{yes}{no}}

hosts = 1127.0.0.1 : !localhost : *

message = "main IP in your HELO! Access denied!”

# Pybaem Tex, kTto B HELO nuxaeT TonbkKo uudpbl

# (He bbiBaeT xoctoB TOJIbKO n3 uudp)

deny condition = ${if match{$sender helo name}\
{AN"\d+$\N}{yes}{no}}
hosts = 1127.0.0.1 : !localhost : *
message = "can not be only number in HELO!'"

# Pybaem xocTbl Tuna *adsl*; *dialup*; *pool*;....

# HopManbHble nwgn C Takux He nuwyT. Ecnum bygyTt

# npobnemsl - ybepérte npobnemMHbin NYHKT (y MeHS KIUEHTH

# uMmewT 3anucb Tuna asdl-1233.zone.su - s ADSL y6bpan...)
deny message = "your hostname is bad (adsl, poll, ppp & etc).

3ad
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w
#

w
#
#

w
#

#
#
#
a

#
#
#

condition = ${if match{$sender host name} \
{adsl|dialup|pool|peer|dhcp} \

{yes}{no}}

3apepxka. (370 Takou MeTon 60opbbbl CO CnamMoM,
OCHOBAHHbLIN Ha NpuUHUMNE ero pacceiku) Ha aToM pybaeTtcs
NOYTU BeCb cnaM. EOMHCTBEHHO - MeTod HENnpUMEHWMM Ha
peanbHO 3arpyxeHHolx MTA - T.K. B pe3ynbTaTe eMmy
NPUXOANTCS OepXaTb MHOIFO OTKPbITbIX COEAUHEHWUN.

HO Ha oduce B COTHW-[OBE YesIOBEK - WWKapHbIM MeTofq.

6onee CNOXHbIM BapuMaHT, CMOTpPUTE B CTaTbe MO exim u
Kypbep uMan. T.K. TaMm MeTof 60fie yMHbi (MpOCTO NpaBui
bonbwe :), TO MOXHO M Ha Oofee 3arpyxeHHble cepBepa CTaBUTb)

arn
CtasuMm pedontoByl 3agepxkKy B 30 CeKyHAO
set acl mO@ = Os

arn
CTaBMM 3afepxky B O ceKyHO CBOMM XOCTaM W
OpyXeCTBEHHbM ceTaM (cocefHAs KOHTopa :))

hosts = +relay from hosts:192.168.1.0/24:194.44.219.160/28
set acl mO@ = Os
arn

nuweM B NIOrM 3apepxky (ecnu OoHO BaM Hapo)
logwrite = Delay $acl mO for $sender host name \
[$sender host address] with HELO=$sender helo name. Mail \
from $sender address to $local part@$domain.
delay = $acl moO

[MpoBepka nonydaTtensd B JIOKaJbHbIX QOMEHax.
Ecnn He npoxopguT, TO npoBepsdetca cnepywouwmn ACL,
M ecnun Henpowén u TaM - deny
ccept domains = +local domains
endpass
message = "In my mailserver not stored this user"
verify = recipient

[lpoBepseM nofayyaTens B penenHbiX OOMeHax
OnaTb-Taku ecnu He npoxoguT -> cnegywownn ACL,
M ecnn Henpowén n TaM - deny



accept domains = +relay to domains

endpass

message = "main server not know how relay to this address”
verify = recipient

# PybaeM Tex, KT0 B 6nak-nucrtax. CepBaku nepebupawTtcs
# CBepxy BHM3, €CNM He XOCT He HaugeH Ha NepBOM, TO
# 3anpawuBaeTcd BTOpoW, u T.O. Ecnm He HanpeH HM B OOHOM
# U3 cnucka - TO MNo4yTa nponyckaeTcH.

deny message = you are in blacklist: $dnslist domain -->
$dnslist text

dnslists = opm.blitzed.org : \

# cbl.abuseat.org : \

# bl.csma.biz : \

dynablock.njabl.org

# Pa3pewaeM no4yty oT goMeHoB B cnucke relay from hosts
accept hosts = +relay from hosts

# Ecnn Henogowno HWM OOHO MPaBWNO - 4YyBaK SIBHO MileT
# OTKpbITHIN penen. Muén npoyb. :)
deny message = "relay not permitted"

HHHAH A
# lMpoBepKa B/IOXEHUN
acl check mime:
deny message = 370 coobweHuWe coOepXuT OnacHOe BJIOXKEHUE
condition = ${if match{$mime filename}{\N(?i)\.zip$\N}}
decode = default
condition = ${if match{${run{/usr/bin/unzip -1
$mime decoded filename}}}{\N(?1i)\.(exe|com|vbs|bat|pif|scr|hta
|js|cmd|chm|cpl|jsp|reg|vbe|lnk|dll|sys)\n\N}}
log message = forbidden attachment: filename=$mime filename,
content-type=%$mime content type, recipients=$recipients

deny message = 3T0 coobueHue coOepxuT OMaCHOE BJIOXEHMUE
condition = ${if match{$mime filename}{\N(?i)\.rar$\N}}
decode = default
condition = ${if match{${run{/usr/bin/unrar 1
$mime decoded filename}}}{\N(?1i)\.(exe|com|vbs|bat|pif|scr|hta
|js|cmd|chm|cpl]|jsp|reg|vbe|lnk|dll|sys)\n\N}}



log message = forbidden attachment: filename=$mime filename,
content-type=%$mime content type, recipients=$recipients
accept
HHAHHHHHH

# Tyt wpoyt ACL npoBepswwme cogepxuMoe (Teno) nucbma.
# be3 Hux OyoyT nponyckaTbCcs BCe coobueHus.

acl check data:

# 3abnoKMpoBaHHbIE aKKayHTbI
deny senders = /usr/local/etc/exim/deny senders

message = "DENY!!! Your address is: $sender address in the
black list!!!"

# logwrite = Rejected from $sender address to
$local part@$domain by blacklist.

log message = Rejected from $sender address to

$local part@$domain by blacklist.

# [lpoBepka Ha BUPYCh
deny message = In email found VIRUS ($malware name)
malware = *

# accept by default
accept

HHBHHHAAHHHRHBHH
begin routers

check malware:

driver = redirect

condition = ${if def:h X-Quarantine-Me-Malware: {1}{0}}
headers remove = Subject

headers add = Subject: [CLAMAV: $acl m2] $h Subject
data = postmaster@tst-amo.pp.ua

file transport = address file

# Monck MapuwpyTa K xocTy B DNS. Ecnum MapupyT He HaumpgeH B DNS -
# TO 3TO0 "yHpoyTabne apgpecc . He npoBepsAwTCA NOKasbHbIE
# poMeHbl, 0.0.0.0 u 127.0.0.0/8



dnslookup:

driver = dnslookup

domains = ! +local domains

transport = remote smtp

ignore target hosts = 0.0.0.0 : 127.0.0.0/8
no_more

# CMOTpPMM anuachsl

system aliases:

driver = redirect
allow fail

allow defer

data = ${lookup mysql{SELECT "goto" FROM “alias  WHERE \
"address ='${quote mysql:$local part@$domain}' OR \
"address ='${quote mysql:@$domain}'}}

# Te, 4TO0 Haxopatca /etc/mail/aliases

system aliases2:

driver = redirect

allow fail

allow defer

data = ${lookup{$local part}lsearch{/etc/aliases}}
user = mailnull

group = mail

file transport = address file

pipe transport = address pipe

# DSPAM ROUTERS
dspam addspam router:
driver = accept
domains = +local domains
local part prefix = spam-
transport = dspam addspam transport

dspam notspam router:

driver = accept

domains = +local domains
local part prefix = notspam-
transport = dspam notspam transport



dspam spamscan_router:

driver = accept

domains = +local domains

no_verify

condition = "${if and {{'eq {$received protocol}{spam-
scanned}} \

{'eq {$received protocol}{local}} } {1}{0}}"
transport = dspam spamcheck transport
require files = /usr/local/bin/dspam

address test = false

user = mailnull

group = mail

local delivery spam router:
driver = accept
domains = +local domains

condition = ${if match{$h X-DSPAM-Result:}{Spam}}
transport = local delivery spam transport
no_more

user = mailnull
group = mail

# LOCAL DELIVERY

# Poytep pna supT nonb3 MySQL

dovecot user:
driver = accept
condition = ${lookup mysql{SELECT "goto~ FROM \
"alias’ WHERE \
"address ='${quote mysql:$local part@$domain}' OR \
“address ='${quote mysql:@$domain}'}{yes}{no}}

transport = dovecot delivery
cannot route message = Unknown user

# PoyTep Onga CUCTEMHbIX
#localuser2:

# driver = accept

# check local user

# #transport = dovecot delivery
# transport = local delivery

# transport current directory = /



# cannot route message = Unknown user

B ARSI
begin transports

remote smtp:
driver = smtp

# DSPAM TRANSPORT
dspam addspam transport:
driver = pipe
command = "/usr/local/bin/dspam --user \
$local part@$domain --class=spam --source=error"
return_path add = false
return_fail output = true
log output = true
home directory = "/var/db/dspam"
current directory = "/var/db/dspam"
user = mailnull
#user = dspam
group = mail

dspam notspam transport:

driver = pipe

command = "/usr/local/bin/dspam --user \
$local part@$domain --class=innocent \
--source=error --deliver=innocent %u"
return_path add = false

return_fail output = true

log output = true

home directory = "/var/db/dspam"
current directory = "/var/db/dspam"
#user = dspam

user = mailnull

group = mail

dspam spamcheck transport:

driver = pipe

command = /usr/local/bin/dspam --deliver=innocent \
--user "$local part@$domain"” -- Su



#user = dspam
user = mailnull
group = mail
return _path add = false
log output = true
return fail output = true
headers remove = X-DSPAM-Result

local delivery spam transport:
driver = pipe
# KoMaHpa nepeMeweHus nuceM pacno3HaHHbIX KakK cnaM B KaTajnor
cnama
# y MeHs 3T0T KaTtanor Junk
command = /usr/local/libexec/dovecot/deliver -d \
$local part@$domain -m Junk
message prefix =
message suffix =
delivery date add
envelope to add
return_path add
log output
user = mailnull
group = mail

# TpaHcnopT Ong BupTyanbHbiX nony4vatenen m3 Dovecot (MySQL)
dovecot delivery:

driver = pipe

command = /usr/local/libexec/dovecot/dovecot-lda -e -d
$local part@$domain - f $sender address - a
$original local part@%$original domain

return_path add

log output = true

delivery date add

envelope to add

user = mailnull

group = mail

return output

# TpaHCnopT 0N CUCTEMHLIX MOSb30BaTeNen
# Does not work sieve!
#local delivery:



# driver = appendfile

# maildir format

# maildir tag = ,S=$message size

## directory = /home/mail/$domain/$local part
directory = /var/vmail/$local part/Maildir
create directory

delivery date add

envelope to add

return_path add

group = mail

mode = 0660

no mode fail narrower

HOH K HH B HRB

address pipe:
driver = pipe
return output

address file:

driver = appendfile
delivery date add
envelope to add
return path add

address reply:
driver = autoreply

begin retry
* * F,2h,15m; G,16h,1h,1.5; F,4d,6h

begin rewrite

A
begin authenticators

# [Ina cucTeMHbiX nonb3oBaTtenen 4yepe3s EXIM

#LOGIN:

# driver = plaintext

# public name = LOGIN

# server prompts = "Username:: : Password::"

# server condition = "${if pam {$authl:$auth2}{yes}{no}}"
# server _set id = $authl



#PLAIN:

# driver = plaintext

# public name = PLAIN

# server condition = "${if pam {$auth2:$auth3}{yes}{no}}"
# server_set id = $%$auth2

# AyTeHTudukaumsa 4epes dovecot

dovecot login:

driver = dovecot

public name = LOGIN

server socket = /var/run/dovecot/auth-client
server set id = $authl

dovecot plain:

driver = dovecot

public name = PLAIN

server socket = /var/run/dovecot/auth-client
server set id = $authl

dovecot cram md5:
driver = dovecot
public name = CRAM-MD5

/var/run/dovecot/auth-client
$authl

server socket
server_set id

BHEARHHBHBAB AR RHBHBARARY

2. CtaBuMm dovecot

cd /usr/ports/mail/dovecot2
make install clean



