Monit

Monit — 3To nerkoBecHass CUCTEMAa MOHUTOPWUHra CepBepoB,
MMEWAN OTKPbITHIA MCXOAHbLIA KofA. Monit ycTaHaBNMBAETCH Ha CepBep
n obecneynBaeT BO3MOXHOCTb OTMNPaBKW YyBEOOMSIEHWW B Clydvae
obHapyxeHus npobnem. KpomMe T0ro, Monit MOXeT aBTOHOMHO
BbINONIHATL ONpefeneHHoe OeWCTBUE B KA4yeCTBe peakuun Ha 3afaHHble
cobbiTuq.

$ sudo yum install monit

PaCcCKOMeHTUpPYyeM TakKue CTPOKMWU:

$ sudo nano /etc/monitrc
set mailserver localhost
set mail-format { from: monit@domen.com }
set alert admin@domen.com
set httpd port 2812 and

use address localhost # only accept connection from
localhost

allow localhost # allow localhost to connect to the server
and

allow admin:monit # require user 'admin' with password
'monit'
include /etc/monit.d/*.conf

[l[poBepAeM CUHTaKCUC:

$ sudo monit -t

3anyckaem:

$ sudo systemctl start monit
$ sudo systemctl status monit
$ sudo systemctl enable monit
$ monit status

Co3pnaeM KOHOUrypauum MOHUTOPUHTaA

cd /etc/monit.d/

$ sudo nano filesystem.conf


https://tst-amo.net.ua/blog/?p=3058

check device root with path /dev/mapper/centos-home

if space usage > 85% for 5 times within 15 cycles then
alert

if inode usage > 85% then alert

check device home with path /dev/sdb

if space usage > 85% for 5 times within 15 cycles then
alert

if inode usage > 85% then alert

$ sudo nano mariadb.conf
# Monitor MariaDB
check process mysql with pidfile /var/run/mariadb/mariadb.pid
group database
start program = "/usr/bin/systemctl start mariadb"
stop program = "/usr/bin/systemctl stop mariadb"
#if failed host 127.0.0.1 port 3306 then restart
#1f 5 restarts within 5 cycles then timeout

$ sudo nano system.conf
check system host.domen.com
if loadavg (1min) > 4 then alert
if loadavg (5min) > 2 then alert
if memory usage > 75% then alert
if swap usage > 25% then alert
if cpu usage (user) > 70% then alert
if cpu usage (system) > 30% then alert
if cpu usage (wait) > 20% then alert

$ sudo nano nginx.conf

check process nginx with pidfile /var/run/nginx.pid
start program = "/usr/sbin/nginx start"
stop program = "/usr/sbin/nginx stop"

$ sudo nano postfix.conf
# Monitor postfix mailserver
check process postfix with pidfile
/var/spool/postfix/pid/master.pid
group mail
start program = "/usr/bin/systemctl start postfix"
stop program = "/usr/bin/systemctl stop postfix"
if failed port 25 protocol smtp then restart
if 5 restarts within 5 cycles then timeout



$ sudo nano proftpd.conf
# Monitor the Proftpd service
check process proftpd with pidfile
/var/run/proftpd/proftpd.pid
start program = "/usr/bin/systemctl start proftpd"
stop program = "/usr/bin/systemctl stop proftpd"
#1f failed port 21 protocol ftp then restart
#1f 5 restarts within 5 cycles then timeout



