arpwatch

arpwatch — peMoH, KoToOpblM OTCnexmBaeT cooTBeTCTBME Mexay IP wu
MAC-appecamn, 1 npu obHapyxeHuu aHoManuin, coobuawwmmn o6 3ToM B
Syslog. Wcnonb3yetrcs Kak OOAWH W3 WHCTpPYMeHTOB Ana 6opbObl
c ARP-spoofing’oMm.

[emoH aHanu3upyeT ARP-o0TBeTb Ha CeTeBOM WHTepdence, K KOTOPOMY
OH npuBfi3aH, M 3anoMuHaeT cooTeBeTcTBUe IP-appecoB u MAC-
agpecoB. Kak TONbKO OH BMOWT, 4YTO COOTBETCTBUE HapyWweHo, WU
obHapyxMBaeT NOABNEHWE HOBbLIX agpecoB B ceTu, OH coobwaeT 06
3TOM B CUCTEMHbIM XypHan (syslog).

# yum install arpwatch
KoHourypupyem:

$ cat /etc/sysconfig/arpwatch
OPTIONS="-i enp5s0 -f arp.dat -u arpwatch -e admin@example.com
-s 'root (Arpwatch)'"

$ sudo systemctl start arpwatch
$ sudo systemctl enable arpwatch

/var/lib/arpwatch - default directory
arp.dat - ethernet/ip address database
ethercodes.dat - vendor ethernet block list

Mo ymon4yaHuio, OeMoH nuweT noru B /var/log/messages, 4To 6bl He
MyCOpUTb B 3TOT (pann nepeHanpaBuM B OTAENbHbIM for. [Ong 3Toro
co3pgaeM ¢aun noros u dawn KoHourypaumm gnsa rsyslog

# touch /var/log/arpwatch.log

# vi /etc/rsyslog.d/arpwatch.conf

if ( $programname startswith "arpwatch" ) then {
action(type="omfile" file="/var/log/arpwatch.log")
stop

¥

MpoBepsieM M nepe3anyCckKaeM:


https://tst-amo.net.ua/blog/?p=2894

# rsyslogd -N 1
# systemctl restart rsyslog

Tak KakK B nepBbix Tpex okKTetax MAC-appeca kKopgupyeTtcs
npouvssoauTens obopynoBaHUs, HaM XenaTenbHO UMEeTb OOHOBMEHHYIO
nokanbHyw 6a3y MAC/Mpoussogntens. 06HoBNsieM 6a3y MAC apgpecos:

# vi arpwatch update mac.sh

#!/bin/bash

# update mac addresses.sh

# This script downloads the currect mac address data from the
IEEE and parses it for nmap and arpwatch.

# nmap-mac-prefixes is for nmap.

# ethercodes.dat is arpwatch.

# Download the current data
wget http://standards-oui.ieee.org/oui/oui.txt

# Divide the data into Manufacturer and Address files
cat oui.txt | grep '(base 16)' | cut -f3 > mac.manufacturer
cat oui.txt | grep '(base 16)' | cut -fl -d' ' > mac.address

# Paste them back together for nmap data
paste mac.address mac.manufacturer > nmap-mac-prefixes

# Parse the address data for arpwatch

cat mac.address | perl -pe
's/7(([70].) 0. )) (([7e].)[e(.)) (([70].)[0(.))/\2\3:\5\6:\8\9/
' > tmp.address

cat tmp.address | tr [A-Z] [a-z] > mac.address

# Paste the parsed data into the arpwatch file
paste mac.address mac.manufacturer >
/var/lib/arpwatch/ethercodes.dat

# Clean up intermediary files
rm tmp.address

rm mac.address

rm mac.manufacturer

rm oui.txt



llenaeM ¢ann UCNONHAEMbIM U MPOMNUCHIBAEM B Cron AN €XeMecs4YHOro
oOHOBJIEHUA :

# chmod +x arpwatch update mac.sh

# crontab -e
@monthly /home/svm/bin/arpwatch_update mac.sh

ARPWatch paccbinaeTr yeTbipe Buga coobuweHun.

new activity — cBfizka ethernet/ip-apmpecoB cHoBa nposBuna
aKTUBHOCTb CNYCTHA WeCTb MecsueB wunu bonbue

new station — ethernet-agpec 3a¢ukcupoBaH BrepBble

flip flop — ethernet-agpec u3MeHWnca C OQHOr0 M3BECTHOrO
agpeca Ha Opyrov M3BeCTHbIM apgpec

changed ethernet address — xocT nepewén Ha ucnosib3oBaHue
HoBoro ethernet-apgpeca

ARPWatch Takxe nuwet cobbiTna B messages/syslog.

B syslog MoryT nucaTtbCs Cheaylwue TUnsl yBEOOMIEHWUN:

ethernet broadcast — MAC-appec xocTa daBNnseTcs
WMPOKOBeEWATESNbHbIM.
ip broadcast — IP-appec X0CTa aBnaeTcCA
WMPOKOBELWATENbHbLIM.
bogon — appec otnpasutens IP-naketa He BXOOWUT B

HenocpeaocTBeHHO MNOOKNWYEHHYKW ceTb (directly connected
network) pna 3apaHHOro uHTepdenca.

ethernet broadcast — MAC-apgpec oTnpaBuTesns COCTOUT K3
OOHWUX HYNEW UNU OQHUX EeduHUL.

ethernet mismatch — MAC-apgpec oTnpaBuTens nakeTa He
cootBetctByeT MAC-appecy, yKa3aHHOMy BHyTpu ARP-3anpoca.

reused old ethernet address — ethernet-agpec usMeHuncsa c
W3BECTHOro0 agpeca Ha apgpec, KOTopbiM Obin 3aMeyeH paHee,
HO He TonbkKo 4T0. (lMoxoxe Ha flip flop, HO 4YyTb-4yTb
npyroe.)

suppressed DECnet flip flop - coobuweHue “flip flop”
nogasflieHO B CBA3M C TeM, 4YTO KakK MUHUMYM OOWH W3 [OBYX
appecos asnsetcd apgpecom DECnet.



Ecnu B norax nosaBnfwTCcAa coobueHus Bupaa

Aug 2 06:52:09 ring arpwatch: bogon 10.90.90.91
lc:af:f7:el:b6:71
Aug 2 06:52:10 ring arpwatch: bogon 10.90.90.91
lc:af:f7:el1:b6:71
Aug 2 06:52:35 ring arpwatch: bogon 10.90.90.91
lc:af:f7:el:b6:71
Aug 2 06:52:36 ring arpwatch: bogon 10.90.90.91
lc:af:f7:el:b6:71
Aug 2 06:52:37 ring arpwatch: bogon 10.90.90.91
lc:af:f7:el:b6:71

roe 10.90.90.91 — IP wu3 pgpyrou# ceTu, OTJIMYHOW OT TOMW, 4TO
CKOHPUrypupoBaHa Ha cChnywawwuMmcs WUHTeppence (HanpuMmep, AN«
gocTyna K KOMYHMKAToOpy), TO MOXHO pobaBuTbL 3Ty CeTb B
HacTpoukax /etc/sysconfig/arpwatch, 4Tto OB He Mycopuno B norax
N Neperpy3vuTb CepBUC:

-n 10.90.90.0/24

NCTOYHUKMN:

- https://blog.trebacz.com/2015/12/update-arpwatch-etherco
des-dat-file-ubuntu.html

= http://muff.kiev.ua/content/arpwatch-sledim-za-novymi-us
troistvami-v-seti
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