fail2ban

Cent0S 7 / Red Hat:

yum install fail2ban

Ubuntu / Debian:

apt install fail2ban

CentOS 6:

[obaBnseM peno3nTopun:

rpm -Uvh
http://dl.fedoraproject.org/pub/epel/6/x86 64/epel-release-6-8
.hoarch. rpm

YcTaHaBMBaeM MnakerT:

yum install fail2ban

Ona 3anycka cnyxbbl BBOOMM crnegywwue KOMaHObl:
systemctl enable fail2ban

systemctl start fail2ban

* [na ctapeix cuctem be3 systemd 5710 6yayT KomaHnbl

chkconfig fail2ban on
update-rc.d fail2ban defaults
service fail2ban start.

ba3zoBas HacTpouka

Mpouecc HacTpoukn fail2ban He 3aBucut ot gucTtpubyTtuBa Linux.
OCHOBHOM KOHPUTYypPaLMUOHHBIN dann HaxopuTCH no
nytu /etc/fail2ban/jail.conf. OpHako, ero He pekoMeHpoyeTcCs
MEHATb W [ANA HACTPOMKM WUCNONbL3YWT NOAKNKW4YaeMble ¢annbl U3


https://tst-amo.net.ua/blog/?p=2754

katanora /etc/fail2ban/jail.d.

Ons Havyana co3paeM nepBbin dann, B KOTOPOM OyayT XpPaHUTbCSH
HAaCTPOWKM MO YMOJTYAHUIO:

nano /etc/fail2ban/jail.d/default.conf

MpuBeneM ero K BUAOY:

[DEFAULT]

maxretry = 4

findtime = 480

bantime = 720

action = firewallcmd-ipset
ignoreip = 127.0.0.1/8

* rpe:

maxretry — Ko/im4ecTBO [HOEUCTBUN, KOTOPbIE Pa3PEWEHO
cosepuntb o baHa.

- findtime - Bpems B CeKyHOax, B TEYEHUEe KOToporo
yunteiBaetca maxretry,;

- bantime - Bpems, Ha KoTopoe bypner 6so0kupoBatbcsa IP-
apgpec;

=action — pgencTBus, KoTopoe OypOeT BbLIMNOAHATLCA, €CH
Fail2ban 0bHapy¥mnT aKTUBHOCTb, COOTBETCTBYWIUYH KPUTEPUIM
noucka;

= ignoreip — WrHopupoBaTb 3aWUTy, €CJU 3anpochl Npuxoast C
nepeyYncrieHHbIX aapecos.

* B gaHHOM rnpumepe, ecnm B TedyeHue 8 MuHytT (480) byner HanpeHo
5 ctpok (maxretry = 4), copgepxawumnx kKputepun ¢unbtpa, Fail2Zban
3absno0kupyetr IP-agpec, C KOTOporo upaeT MnogkKIw4yeHne Ha 12 MUHYT
(720);

* B cekumn [DEFAULT] xpaHATCA obume HaCTPOUKM OIS BCEX MNpaBusl.
Kaxgyw n3 HacTpoOeK MOXHO rnepeornpenesintb npu KOHPUIYypPupoBaHuun
camMoro rnpaswusna.



Hactpouka npasun

[Ons HOBOro npaBu/iia HeobXoOMMO CO3daTb KOHQUIrypaLMOHHLIA dann B
kKaTtanore /etc/fail2ban/jail.d, Hanpumep:

nano /etc/fail2ban/jail.d/service.conf

[ssh]

enabled = true

port = ssh

filter = sshd

action = iptables[name=sshd, port=ssh, protocol=tcp]
logpath = /var/log/auth.log

maxretry = 10

findtime = 600

* rge:

» sSsh — Ha3BaHue pgns npasuna;

= enabled no3Bongetr bbicTpO BKAwWYaTh (true) uam OTKAWYaTh
(false) npasuno;

= port — nopt uyenesoro cepsuca. lpuHuMaetTca OyKBEHHOE WIn
unpmupHoe obO3Ha4vyeHue;

- filter - @¢unbTp (KpPpUTEpu noucka), KOTOpuh bypert
MCNosib30BaTbCA [AO/719 MNOUCKaA MOJO3PUTEsIbHbIX genctBuu. Tlo
cyrtwu, 3T0 nMs pauna u3
katasnora /etc/fail2ban/filter.dbe3 .conf Ha KOHUeE;

=action - pgencrBue, coBepuwaemMoe B Crsiyvyae cpabaTbhiBaHUS
npasuna. B KBagpaTHbiXx CKobKax yKa3aHbl Ha3BaHue A4
npaBusia, CETEBOU MOPT M MNPOTOKOA [/ OJI0OKMPOBaHUSA;

= logpath — pacnonoxeHne nor-gania, B KOTOPOM ¢unbTp byper
MCKaTb MNOOAO3PUTENIbHYH AaKTUBHOCTb Ha OCHOBE OMUCAHHBIX
Kputepues.

* obpaTute BHUMaHWE, 4YTO Mbl Nepeonpepnennnn napameTpsl Mo
ymondaHuo maxretry, findtime u» action.

YToObl M3MEHEHWS BCTYMUAM B CWUNY, MNepe3anyckaeM CepBUC:



systemctl restart fail2ban

* B CTapbix Bepcuax

service fail2ban restart.

lenctBus un GuNbLTPBLI

Daunnbl C HAaCTPOMKOMN 0ENCTBUMN HaxXxopaATCA B
kKatanore /etc/fail2ban/action.d. Utobbl 6nokuMpoBaThb
agpec, Fail2ban co3paet npaswuno B 6paHgMayspe netfilter. [ns
3TOro0, 4awe BCero, ucnonb3ywTtca ytunutel iptables wnn firewall-
cmd. [llocnepgHsas npuMeHaeTcs B nocnegHux Bepcusax Cent0S / Red
Hat / Fedora. iptables 6onee yHuBepcanbHad M MOXeT
mcnonb3oBaTbCA, NO4YTM, BO BCeX cucrteMax Linux.

OCTaHOBUMCH Ha OMNUCAHWUK CaMbIX NCIMoJ1b3YyeEMbIX 0ENCTBUN:

- iptables — co3paHue npoctoro npasuna B netfilter c
MOMOWb OOHOWMEHHOW YTUSIUTHI;
= iptables-multiport — wucnonb3oBaHue Mopynsa multiports,

nossonsownn pobaBnaTb OuMana3oHbl NOPTOB ANd OGO0KUMPOBKK;

iptables-ipset — ucnonb3oBaHune ipset pgnda npupaHua 6onee

NTAKOHWYHOr 0 BUAa rnpaBwunam;

iptables-allports — 6nokupyeTr pna agpeca BCe NOPThI;

firewallcmd-new — co3pgaHue npocToro npasuna B netfilter

c nomouwpbt firewall-cmd;

» firewallcmd-ipset — pobasnseT npaBuaa C MNOMOWLK YTUANTHI
firewall-cmd, ucnonb3ya ipset;

= firewallcmd-rich-rules — co3paeT rich-rules npu nomolm
firewall-cmd.

NoopobHee, Kak co3pawTtca npasuna B netfilter npwu
nomowmn iptables wn firewalld.

OUNbTpbl, B OCHOBHOM, MNPEencTaBnawT HAbOOp perynsapHbiX BbipaXeHUN
ona noucka Knw4dyeBbix cnoB B log-¢annax. OHM HaxopaTca B
katanore /etc/fail2ban/filter.d.

[Ina co3paHnd M HAaCTPOWKM CBOUX OUILTPOB, MOXHO MCNONb30BaThb


https://www.dmosk.ru/terminus.php?object=ipset
https://www.dmosk.ru/instruktions.php?object=iptables-settings
https://www.dmosk.ru/miniinstruktions.php?mini=firewalld-centos

uMewmecs ¢Gannbl B KayecTBe WNapranku.

[fpumepbl npaBun

B pmaHHbIX npuMepax 6nokuposka IP-apgpeca bygeT npoucxoouTb Ha 12
MUHYT nocne 4-x MNOnNbITOK BBOQA MNaposigs B TeyeHue 8 MUHYT. ITHU
napaMeTpbl bepyTtca u3 HacTtpoek [DEFAULT]. Ecnm uX HYXHO
nepeonpegenuTtb, NpocTo pgobasndeM ux nNpuv ONUCaHUM nNpasBuna.

SSH
CentO0S

vi /etc/fail2ban/jail.d/ssh.conf

[ssh]

enabled = true

port = ssh

filter = sshd

action = firewallcmd-new[name=sshd]

logpath = /var/log/secure

Ubuntu

vi /etc/fail2ban/jail.d/ssh.conf

[ssh]

enabled = true

port = ssh

filter = sshd

action = iptables[name=sshd]
logpath = /var/log/auth.log

Asterisk

vi /etc/fail2ban/jail.d/asterisk.conf



[asterisk]

enabled = true

filter = asterisk

action = iptables-allports[name=asterisk, protocol=all]
logpath = /var/log/asterisk/messages

NGINX

vi /etc/fail2ban/jail.d/nginx.conf

[nginx]

enabled = true

port = http,https

filter = nginx-http-auth

action = iptables-multiport[name=nginx, port="http,https",
protocol=tcp]

logpath = /var/log/nginx/error.log

NGINX DDoS (req limit)

[laHHOe npaBuiio noMoxeT 3awnmTuTb Beb-cepBep nginx ot DDoS-aTak.
B HekoTopbix cbopkax, O/ QAHHOrO MpPaBwuI0 MOXET He oKa3aTbCH
rotoBoro ¢unbTpa, MNO3TOMYy B [OaHHOM NpuMepe, Mbl ero co3gagum

BPYUYHYI0.

Co3pnaeM ¢unbTp:

vi /etc/fail2ban/filter.d/nginx-1limit-req.conf

[Definition]

ngx_limit req zones = [""]+

failregex = ~\s*\[error\] \d+#\d+: \*\d+ limiting requests,
excess: [\d\.]+ by zone "(?:%(ngx limit req zones)s)", client:
<HOST>

ignoreregex =

Co3pnaeM npasuno B Fail2ban:



vi /etc/fail2ban/jail.d/nginx-ddos.conf

[nginx-ddos]

enabled = true

port = http,https

filter = nginx-limit-req

action = iptables-multiport[name=nginxddos, port="http,https",
protocol=tcp]

logpath = /var/log/nginx/error.log

OWNCLOWD

vi /etc/fail2ban/filter.d/owncloud.conf

[Definition]
failregex={.*Login failed: \'.*\' \(Remote IP: \'<HOST>\'\)"}
ignoreregex =

vi /etc/fail2ban/jail.d/owncloud.conf
[owncloud]

enabled = true
filter = owncloud

ignoreip = 127.0.0.1/8 192.168.1.47 194.44.219.161
194.44.219.163 194.44.219.164
#action = smeserver -

iptables[port="$port",protocol=tcp,bantime=$bantime]
logpath = /var/www/html/owncloud/data/owncloud. log
maxretry = 3

port = 80,443

bantime = 10800

protocol = tcp

WORDPRESS

vi /etc/fail2ban/filter.d/wp-login.conf

[Definition]

failregex = "<HOST> .* "POST .*wp-login.php
~<HOST> .* "POST .*xmlrpc.php

ignhoreregex =



vi /etc/fail2ban/jail.d/wp-login.conf

[wp-login]

enabled = true

ignoreip = 127.0.0.1/8 192.168.0.0/24

action = iptables-multiport[name=WP, port="http,https”
protocol=tcp]

# BKJNlWYaeM OTNpaBKy OMNOBEWEHWS Ha NOo4YTy, €eCcAnm BaM 3TO
HeobxoguMo

# sendmail[name=wp-login, dest=zeroxzed@gmail.com,
sender=fail2ban@serveradmin.ru]l

filter = wp-login

logpath = /var/log/nginx/access. log

bantime = 10800

maxretry = 3

[poBepsaeM:

fail2ban-regex /var/log/nginx/access.log
/etc/fail2ban/filter.d/wp-login.conf

Results

Failregex: 4 total

|- #) [# of hits] regular expression

| 1) [3] "<HOST> .* "POST .*wp-login.php
| 2) [1] "<HOST> .* "POST .*xmlrpc.php

Ignoreregex: 0 total

Date template hits:

|- [# of hits] date format

| [302] Day(?P< sep>[-/])MON(?P= _sep)Year]
:1?24hour:Minute:Second(?:\.Microseconds)?(?: Zone offset)?

Lines: 302 lines, 0 ignored, 4 matched, 298 missed
[processed in 0.06 sec]

Nocne HaCTpoOWKM He 3abbiBaeM nepe3anycTtutb fail2ban:

systemctl restart fail2ban



SEAFILE

# vi /etc/fail2ban/jail.d/seafile.conf

# All standard jails are in the file configuration located
# /etc/fail2ban/jail.conf

# Warning you may override any other parameter (e.g.
banaction,
# action, port, logpath, etc) in that section within
jail.local

# Change logpath with your file log used by seafile (e.g.
seahub. log)

# Also you can change the max retry var (3 attemps = 1 line
written in the

# seafile logq)

# So with this maxrety to 1, the user can try 3 times before
his IP is banned

[seafile]

enabled = true

port = http,https

filter = seafile-auth

logpath = /home/www/seafile/logs/seahub.log
maxretry = 3

# vi /etc/fail2ban/filter.d/seafile-auth.conf

# Fail2Ban filter for seafile
#

[INCLUDES]

# Read common prefixes. If any customizations available --
read them from

# common. local

before = common.conf

[Definition]



_daemon = seaf-server
failregex = Login attempt limit reached.*, ip: <HOST>
ignoreregex =

# DEV Notes:

#

# pattern : 2015-10-20 15:20:32,402 [WARNING]
seahub.auth.views:155 login Login attempt 1limit reached,
username: <user>, 1ip: 1.2.3.4, attemps: 3

# 2015-10-20 17:04:32,235 [WARNING] seahub.auth.views:163
login Login attempt limit reached, ip: 1.2.3.4, attempts: 3

NepeuynTbiBaeM KOHOUT M NpOBEPSEM:

# fail2ban-client reload

# fail2ban-client status

# fail2ban-regex /home/www/seafile/logs/seahub.log
/etc/fail2ban/filter.d/seafile-auth.conf

Pabota co cnuckom 3abnoKupoBaHHbIX appecoB

lpocmoTp

MoNny4ynTb CTAaTUCTUKY 3abNOKMPOBAHHLIX aOpecoB MOXHO crefywuwen
KOMaHOoMn :

fail2ban-client status <uma npasuna>

[MoNy4nTb CNMCOK MNpaBUl MOXHO KOMaHOOoW:

fail2ban-client status

Mpn Hanunuyne 3abnokupoBaHHbIX IP-agpecoB Mbl YyBUAWMM, MPUMEPHO,
cnepywolee:

“- action
| - Currently banned: 2



| - IP list: 31.207.47.55 10.212.245.29

C nomowblo iptables:

iptables -L -n --line

C nomowbiw firewall-cmd:

firewall-cmd --direct --get-all-rules

YpaneHue

CpenctBamn fail2ban:

Ons ypaneHue agpeca M3 CNUCKa BBOOUM:

fail2ban-client set <ums npaswuna> unbanip <IP-appec>

HanpuMep:

fail2ban-client set ssh unbanip 31.207.47.55

C nomouwpbio iptables:

iptables -D <uenoyka npasun> -s IP-agpec

HanpuMep:

iptables -D fail2ban-ssh -s 10.212.245.29

C nomouwbio firewall-cmd:

firewall-cmd --direct --permanent --remove-rule <npaBuno>
Hanpumep :

firewall-cmd --direct --permanent --remove-rule ipv4 filter
f2b-sshd 0 -s 188.134.7.221

Nocne HeobxoouMo nepeynTaTb NpaBuna:



firewall-cmd --reload

https://www.dmosk.ru/instruktions.php?object=fail2ban



