Nginx + php56 + php-fpm +
MySQL (MariaDB) + phpMyAdmin
+ Python36

0. O6bHoBNAeMcs, OTKJWYaeM selinux:

$ sudo yum update
$ sudo setenforce 0

[locMOTpeTb COCTOSHME:

$ sudo getenforce

BbIKNIOYNTL COBCEM:

$ sudo nano /etc/selinux/config
SELINUX=enforcing

MeHfieM Ha permissive wnm disabled.
1. nginx

$ sudo yum install epel-release
$ sudo yum install nginx

2. HYXHO OTKpbITb nopthl 80 wn 443, pna 3T0ro nocneposaTesibHO
BbIMOJSIHAEM KOMAH[ObI:

$ sudo firewall-cmd --permanent --zone=public --add-
service=http
$ sudo firewall-cmd --permanent --zone=public --add-

service=https
$ sudo firewall-cmd --reload

Wnun otrknwyaem firewalld, ycTaHaBnuBaeM iptables u HacTpauBaeMm
TaMm:

$ sudo iptables -A INPUT -m state --state RELATED,ESTABLISHED
-j ACCEPT

$ sudo iptables -A INPUT -i lo -j ACCEPT

$ sudo iptables -A INPUT -p icmp -m icmp --icmp-type 0,8,11 -
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ACCEPT

sudo iptables -A INPUT -p tcp -m tcp --dport 22 -j ACCEPT
sudo iptables -A INPUT -p tcp -m tcp --dport 80 -j ACCEPT
sudo iptables -A INPUT -p tcp -m tcp --dport 443 -j ACCEPT
sudo iptables -P INPUT DROP

w A A A -

. 3anyckaeM Nginx:

$ sudo systemctl start nginx.service

4. pobasnseM Nginx B aBTOMaTUYeCKYyWw 3arpy3ky npu nepesanycke
cepsepa:

$ sudo systemctl enable nginx.service

5. nposepsaem:

http://192.168.113.27

6. MySQL

$ sudo yum install mariadb-server mariadb -y

7. 3anyckauTte MariaDB:

$ sudo systemctl start mariadb

8. [anee HyXHO HacTpouTb 6e3onacHocTb 06a3 paHHbIX. [lpn nepsoMm
3axone bypeTt 3anpoweH napofib, €C/iM Bbl €ro He YyCTaHOBWAM, TO OH
nyCcTOW, HYXHO HaxaTb npocTto Enter:

$ sudo mysql secure installation

B npouecce 6yoyT 3amaHbl HECKONIbKO BOMPOCOB, MNOC/ie corjfacus c

a n

HUMKU Knasuwy “y”.
mysql secure installation prompts:

Enter current password for root (enter for none):
0K, successfully used password, moving on...

Setting the root password ensures that nobody can log into
the MariaDB
root user without the proper authorisation.



New password: password
Re-enter new password: password
Password updated successfully!
Reloading privilege tables..

. Success!

9. B koHue pobasnsieM gnsa MariaDB aBTOMaTu4yeCKuMi 3anyck:

$ sudo systemctl enable mariadb.service

bonbwe HUKakunx HaCTpoeK panA 6a3 maHHbLIX He HYXHO.

10. YctaHoBum PHP u HeoOxopumbie KOMMOHEHTbl gnsA padoTtbl C
Nginx u MariaDB:

$ sudo yum install php php-mysql php-fpm -y

10a. Command to install the Remi repository configuration
package:

# yum install
http://rpms.remirepo.net/enterprise/remi-release-7.rpm
# rpm -Uvh

https://mirror.webtatic.com/yum/el7/webtatic-release. rpm

Command to install the yum-utils package (for the yum-config-
manager command) :

# yum install yum-utils

The php56 collection is available in the remi-safe repository
Command to install:

# yum install php56w

Command to install additional packages:

# yum install php56w php56w-mysql php56w-fpm

11. HyxHa Hebonbwasa HacTpouka PHP. OTkpbiBante dauvn:

$ sudo nano /etc/php.ini

B caMOM KOHLEe ponucbiBanTte OAaHHYIO CTPOKY:



cgi.fix pathinfo=0
M, NOMYTHO, MNPaBUM:

display errors = On // MNocne otnagkn - Off

post max size = 60M

;default charset = "UTF-8"

default charset = "windows-1251" // Y MeHf calTbl B TaKoM
KOOUPOBKE - MEHSEM.

file uploads = On

upload max filesize = 50M

max file uploads = 20

date.timezone = Europe/Kiev

12. [lanee pepakTupyute ewe oauvH ¢aunn:
$ sudo nano /etc/php-fpm.d/www.conf

n

HyXHO HanTtu cTpoky “listen =" M U3MEHUTb ee 3HayeHue. [ONXHO
ObITb BOT Tak:

listen = /var/run/php-fpm/php-fpm.sock
13. Octanocb 3anyctutb PHP:
$ sudo systemctl start php-fpm

14. N BkNUYNTL aBTOMAaTUYECKYW 3arpy3ky Mnpu cTapTe cepBepa:

$ sudo systemctl enable php-fpm.service

15. HyxHo HacTpouTb Nginx Ha paboty c PHP. OTkpbiBante daun:

$ sudo nano /etc/nginx/conf.d/default.conf

Yoansinte BCe OaHHble M3 HEro M BMNUCbiIBAWTe [OaHHbIN KOO, B TpPeTbeu
CTPOKE HYXHO yKa3aTb OOMEH WU ip-aapec BUPTyallbHOro cepBepa w
COXpaHsieM:

server {

listen 80;

server _name pgoMeH unu IP cepsepa;
root /usr/share/nginx/html;

index index.php index.html index.htm;



location / {

try files $uri $uri/ =404;
}

error_page 404 /404.html;
error _page 500 502 503 504 /50x.html;
location = /50x.html

{

root /usr/share/nginx/html;
}

location ~ \.php$ {

try files $uri =404;

fastcgi pass unix:/var/run/php-fpm/php-fpm.sock;

fastcgi index index.php;

fastcgi param
$document root$fastcgi script name;
include fastcgi params;

}
}

SCRIPT FILENAME

16. MNepe3anyckaeM Nginx, 4ToObl BCE€ W3MEHEHUS BCTYNUIU B CUNY:

$ sudo systemctl restart nginx

17. [lanee HYXHO NpPOTeCTUpPOBaTb BCE HACTPOWKMK.

npoBepkn paboThl:

$ sudo nano /usr/share/nginx/html/info.php
18. BnucbiBaeM B HEro CTPOKY M COXpaHSAEM:
<?php phpinfo(); ?>

19. [lpoBepseM:

http://192.168.113.27/info.php

20. Ecnn BCce HopManbHO ypanseMm ¢aun:

$ sudo rm /usr/share/nginx/html/info.php

[lanee HacTpauBaeM nNginx Mo BTOPOW CChbinKe

phpmyadmin

Co3paeM ¢aun pns



21. Python3.6

YcTaHaBnMBaeM pPeno3vTopuii:

# yum install https://centos7.iuscommunity.org/ius-release. rpm
# yum install python36u python36u-devel python36u-pip
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