SQUID 3.5 — npo3payHbii NPOKCHU

CuncteMa:

uname -a
11.1-RELEASE-p8 FreeBSD 11.1-RELEASE-p8 #0: root@amd64-
builder.daemonology.net:/usr/obj/usr/src/sys/GENERIC amd64

1. YcTaHOBKa

portsnap fetch update
portmaster www/squid

Mpn BbibOpEe ONUUM — MHE XBaTWNO MUX MO YMOJSIYAHUIO, HO, Ha BCAKUN
cny4aun, nposepsieM Takue:

B napametTpax c6opku npoBepsieM, 4TO BKJIlYeHA nNOfAepxKa
NPO3payvyHOro MNPOKCMpOBaHUA Ons mucnonb3lyemoro bpaHgMayspa (IPFW)
u nopgpoepxka 6onbwux ¢awmnos LARGEFILE, ECAP, SSL, SSL CRTD, a
Takxe, echnm HeobxopguMma, ™Moaubumkauuma HTTP-3aronoBKOB
(ucnonb3oBaHMe onuuMin via, request header access), BKJYaeM
LAX HTTP, pna c6bopku Squid ¢ napameTtpoM —enable-http-
violations.

1909999ggqqqqaqqqqaqaqqaadaqqaqaq squid-3.5.27_3
9999099qqqqaqaqqaaqaqaqaqaqqaaqaqak

X

19qgqqqgqaqqqqqadaqqqqaqaqaqqqaqadaqqaaaadadaqdqaadadaqqqaaaadaqaaaadadaqaaaaaq

q999qqqqqqqagk X
x x+[x] ARP_ACL ARP/MAC/EUI based authentification

’ Xx X+ [x] CACHE DIGESTS Use cache digests
xxXx+[ ] DEBUG Build with extended debugging support
XxXx+[x] DELAY POOLS Delay pools (bandwidth 1limiting)
X)f x+[x] DOCS Build and/or 1install documentation

X X+[x] ECAP Loadable content adaptation modules


https://tst-amo.net.ua/blog/?p=2663

X X+ [ ] ESI ESI support
X X
X X+[x] EXAMPLES Build and/or install examples
X X
X X+[x] FOLLOW XFF Support for the X-Following-For header
X X
X X+ [ x] FS AUFS AUFS (threaded-io) support
X X
X X+[x] FS DISKD DISKD storage engine controlled by separate
service X X

X X+ [x] FS ROCK ROCK storage engine

X X
X X+ [ x] HTCP HTCP support

X X
X X+ [ Xx] ICAP the ICAP client

X X

X x+[x] ICMP ICMP pinging and network measurement
X X
X X+ [ x] IDENT Ident lookups (RFC 931)

X X+ [x] IPVG6 IPv6 protocol support

X X+ [x] KQUEUE Kqueue(2) support

X X
X X+[x] LARGEFILE Support large (>2GB) cache and log files

X X
X X+[x] LAX HTTP Do not enforce strict HTTP compliance
X X
X X+[ ] NETTLE Nettle MD5 algorithm support

X X
X X+[x] PCRE Use Perl Compatible Regular Expressions

X X
X X+ [x] SNMP SNMP support

X X+ [x] SSL SSL gatewaying support
X X
X x+[x] SSL CRTD Use ssl crtd to handle SSL cert requests
X X
x X+[ ] STACKTRACES Enable automatic backtraces on fatal
errors X X
X X+[x] VIA DB Forward/Via database



X X
X XxX+[x] WCCP Web Cache Coordination Protocol

X X

X X+[x] WCCPV2 Web Cache Coordination Protocol v2

X X

X X0QQqQqQqgqqqqqqaqqaqqqqqqqqqqqq Authentication helpers

4999999qdqqqqqqqqqqqqqqqgx X
x Xx+[ ] AUTH LDAP Install LDAP authentication helpers

X X
X X+[x] AUTH NIS Install NIS/YP authentication helpers

x x+[ ] AUTH SASL Install SASL authentication helpers
x+[ 1 AUTH SMB Samba authentication helpers

X+ [ ] AUTH SQL Install SQL based auth

X XQ0q9qqqqqqqqaqqaqqqqaqqaq GSSAPI Security API support

90499dqqqqqqqqqqqqqgqqqgx X
X X+ ( ) GSSAPI NONE Disable GSSAPI support

X X

X X+(*) GSSAPI BASE GSSAPI support via base system (needs
Kerberos) X X

X X+( ) GSSAPI HEIMDAL GSSAPI support via security/heimdal
X X

X X+( ) GSSAPI MIT GSSAPI support via security/krb5
X X

X X4d499999q9qQQ9qgqqqqqqgqqqqgqqgqqgqqdqqgqqdqqqdqqqqqqq FW

499Q9Q9QqQqQqQqQQqQqQqQQQqqqqqqqqqqqqqqqqqqgx X
X X+( ) TP _IPF Transparent proxying with IPFilter

X X
X X+(*) TP IPFW Transparent proxying with IPFW

X

x+( ) TP _PF Transparent proxying with PF

X
X X X

X

M3qqqa99qqqqqqqqqaqqqqqqaqqqaqqqqqqaqqqqqqaqqqaqqqqqqaqqqaqqaqq
d9qqqdqqqqqqqqqj X
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2. Hactpouka

[MpaBuM

/usr/local/etc/squid/squid.conf

#
# Recommended minimum configuration:
#

visible hostname squid
dns _nameservers 194.44.219.162 8.8.8.8

# Example rule allowing access from your local networks.

# Adapt to list your (internal) IP networks from where
browsing

# should be allowed

#acl localnet src 10.0.0.0/8 # RFC1918 possible internal
network

#acl localnet src 172.16.0.0/12 # RFC1918 possible internal
network

acl localnet src 192.168.113.0/24 # RFC1918 possible internal
network

#acl localnet src fc00::/7 # RFC 4193 local private network
range

#acl localnet src fe80::/10 # RFC 4291 link-local (directly
plugged) machines

acl SSL ports port 443

acl Safe ports port 80 # http

acl Safe ports port 21 # ftp

acl Safe ports port 443 # https

acl Safe ports port 70 # gopher

acl Safe ports port 210 # wais

acl Safe ports port 1025-65535 # unregistered ports
acl Safe ports port 280 # http-mgmt

acl Safe ports port 488 # gss-http

acl Safe ports port 591 # filemaker



acl Safe ports port 777 # multiling http
acl CONNECT method CONNECT

# [OobasneHune B acl cnuckosB ponda users wu urls/domain:
3anpelweHHble, pa3peweHHble

# v rpynna pacwmpeHHoro goctyna (oTkn4yeHa)

acl denied users src "/usr/local/etc/squid/denied users"

acl denied urls url regex "/usr/local/etc/squid/denied urls"
acl allowed users src "/usr/local/etc/squid/allowed users"

#acl allowed urls url regex
"/usr/local/etc/squid/allowed urls"
#acl extended access group src

"/usr/local/etc/squid/extended access group"

# Deny requests to certain unsafe ports
http access deny !Safe ports

# Deny CONNECT to other than secure SSL ports
http access deny CONNECT !SSL ports

# Only allow cachemgr access from localhost
http access allow localhost manager
http access deny manager

## Pa3pewaeM ocywecTBNATb KOHHEKT K pecypcy, ecnm https
http access allow localnet CONNECT

## 3anpewaeM BCeM OOCTYN Ha 3anpelleHHble CauTbl
http access deny denied users denied urls
http access allow allowed users

## DTuM npaswuioOM pa3pewaeM BCEM KTO He B rpynne pacCWUPEHHOro
0OCTyna XOOWTb TONbKO Ha

# pa3peweHHble CaunThl

# http access deny !extended access group !allowed urls

http access allow localnet
http access allow localhost

http access deny all

## 00s3aTenbHO OOMH M3 NOPTOB [OOSIXEeH ObTb B TAakKoM Buae W



ABNATLCA 3araywkou

http port 3130

http port 3128 intercept

https port 3129 intercept ssl-bump
options=ALL:NO SSLv3:NO SSLv2 connection-auth=off
cert=/usr/local/etc/squid/squidCA.pem

always direct allow all
sslproxy cert error allow all
sslproxy flags DONT VERIFY PEER

## lpasuna poctyna gna ssl

# npaBuno Co CnNMckoM BnokuMpyembix pecypcos (B danne [oMeHbl BuAa
.domain.com)

acl blocked ssl::server _name regex
"/usr/local/etc/squid/denied urls"

acl stepl at step SslBumpl

ssl bump peek stepl

# TepMUHUpYEM coefuHEeHWe, ecliM KJIMEeHT 3axXOoQuT Ha 3anpeweHHbIn
pecypc

ssl bump terminate blocked

ssl bump splice all

sslcrtd program /usr/lib/squid/ssl crtd -s /var/lib/ssl db -M
4MB

# Uncomment and adjust the following to add a disk cache
directory.
#cache dir ufs /var/squid/cache 100 16 256

# Leave coredumps in the first cache dir
coredump dir /var/squid/cache

refresh pattern ~ftp: 1440 20% 10080
refresh pattern “gopher: 1440 0% 1440
refresh pattern -i (/cgi-bin/|\?) 0 0% 0O
refresh pattern . 0 20% 4320

Co3paeM dawnnbl:



touch /usr/local/etc/squid/denied urls
cat /usr/local/etc/squid/denied urls
.pornhub. com

. XXX . COm

touch /usr/local/etc/squid/denied users
cat /usr/local/etc/squid/denied users
192.168.113.110 # menagers dep
192.168.113.203 #

touch /usr/local/etc/squid/allowed users

cat /usr/local/etc/squid/allowed users
192.168.113.0/24 # BCa ceTb

touch /usr/local/etc/squid/extended access group
cat /usr/local/etc/squid/extended access group
192.168.0.12 # Masha

192.168.0.15 # Direktor

192.168.0.53 # Sasha

192.168.0.54 # My Note

[enaeM ceptudukart

cd /usr/local/etc/squid/
openssl req -new -newkey rsa:1024 -days 365 -nodes -x509 -
keyout squidCA.pem -out squidCA.pem

[obaBnsem B /etc/rc.conf
squid enable="YES"
NHuumnanusnpyem Keuw:
squid -z

OobaBnsem npasuna B IPFW

### LAN
${ipfw} add allow ip from any to any via ${lan}

### SQUID npo3payHbiv

${ipfw} add fwd 127.0.0.1,3128 tcp from table\(0\) to any 80
out via ${wan}

${ipfw} add fwd 127.0.0.1,3129 tcp from table\(0\) to any 443
out via ${wan}



Mepe3anyckaeM IPFW n ctaptyeM squid:

/etc/rc.d/ipfw restart
service squid start

[poBepseM.

https://www.ew8bak.ru/2017/02/14/

https://wiki.squid-cache.org/ConfigExamples/Intercept/Ipfw



https://www.ew8bak.ru/2017/02/14/
https://wiki.squid-cache.org/ConfigExamples/Intercept/Ipfw

