Amavisd-new

YctaHaBnueaeM (pobaBuTb nopgmepxky MySQL)

cd /usr/ports/security/amavisd-new
make config
make install clean

cd /usr/local/etc
cp amavisd.conf amavisd.conf orig

Pepaktupyem ee amavisd.conf

$mydomain = 'example.com';
$MYHOME = '/var/amavis';

OcTtanbHOoe ocTasun no pgedonty.
Ona Clamav ybupaeM KOMMeHTbl y ab3aues

@av_scanners = (
['ClamAV-clamd',
\&ask daemon, ["CONTSCAN {}\n",
"/var/run/clamav/clamd.sock"],
gr/\bOK$/m, qr/\bFOUND$/m,
gqr/”~.*7: (?!Infected Archive)(.*) FOUND$/m ],
);

@av_scanners backup = (
### http://www.clamav.net/ - backs up clamd or Mail::ClamAV
['ClamAV-clamscan', 'clamscan',
"--stdout --no-summary -r --tempdir=$TEMPBASE {}",
[0], qr/:.*\sFOUND$/m, qr/"~.*?: (?!Infected Archive) (.*)
FOUND$/m 1],
);

Oobasnsem B rpynny clamav nonb3oBaTens vscan m HaobopoTt

pw groupmod clamav -m vscan
pw groupmod vscan -m clamav

[enaeM 3anucb


https://tst-amo.net.ua/blog/?p=2344

echo 'amavisd enable="YES"' >> /etc/rc.conf

M 3anyCcKaem

service amavisd start

MOXHO BbLIBECTM JIOr amavis-a B OTAEeNbHbIM daunn

ee /etc/syslog.conf
local6.* /var/log/amavisd-new. log

ee /usr/local/etc/amavisd.conf
$syslog facility = 'local6’; # Syslog facility as a string

Nepe3anyckaeM U MNpoBepseM, ecnu ecTb owubku Buaa

Sep 25 11:50:22 tmail amavis[56730]: (!!)TROUBLE 1in
child init hook:

BDB can't connect db env. at /var/amavis/db: BDBOO087
DB RUNRECOVERY: Fatal error,

run database recovery, No such file or directory. at (eval 93)
line 338.

TO MeHdeM B amavisd.conf

$enable db = 0; # enable use of BerkeleyDB/libdb
(SNMP and nanny)

Oona cea3u Clamav-Spamassassin-Postfix-Amavis pobasnseM nocne
onpepeneHns anuacos

ee /usr/local/etc/postfix/main.cf

# Amavisd-new
content filter = smtp-amavis:[127.0.0.1]:10024
receive override options = no_address mappings

m B ¢panne master.cf ponucbiBaeM BBeEPXY CTPOKY C KOHTEHT
PUNbTPOM

smtp inet n - n - - smtpd
-0 content filter=smtp-amavis:[127.0.0.1]:10024

M B CaMbliM HM3 (nocne TpaHcnopTa [oBekoTa)



#with virus-scanner amavis
smtp-amavis unix - - - - 2 smtp
-0 smtp data done timeout=1200
-0 smtp _send xforward command=yes
-0 disable dns lookups=yes
-0 max_use=20

127.0.0.1:10025 inet n - - - - smtpd

-0 content filter=

-0 local recipient maps=

-0 relay recipient maps=

-0 smtpd restriction classes=

-0 smtpd delay reject=no

-0 smtpd client restrictions=permit mynetworks, reject

-0 smtpd helo restrictions=

-0 smtpd sender restrictions=

-0 smtpd recipient restrictions=permit mynetworks, reject

-0 mynetworks style=host

-0 mynetworks=127.0.0.0/8

-0 strict rfc821 envelopes=yes

-0 smtpd error sleep time=0

-0 smtpd soft error limit=1001

-0 smtpd hard error limit=1000

-0 smtpd client connection count limit=0

-0 smtpd client connection rate limit=0

-0

receive override options=no header body checks,no unknown reci
pient checks

Ecnm B npouecce oTNagkM BO3HUKHET HeobXoOoMMOCTb MNOSTHOCTLK
OTKMoYNTb QyHKUMM 3awmTtbl oT CIMAMa, pobaBbTe CTpPOKY

@bypass spam checks maps = (1);

019 0JIHOr0 OTKJ/IOYEHNSA 3anThl OT BMPYCOB MNpefHa3HayeHa CTPOKa
@bypass virus checks maps = (1);

[MapameTpsbl

$sa tag level deflt - (oueHka, nNpuM KOTOpPOM K 3aronoBkKaM
nobaBnawTCsa CooTBeTCTBYywWMe X-Spam-Taru),
$sa tag2 level deflt - (oueHka, npu KoTopou coobweHus



nomeyawTcad kKak CIMAM), $sa kill level deflt - (oueHka, npwu
KOTOpPOM C coobweHnaMn BbLIMONHSETCHA npeponpenefneHHble 0encTBua, B
HaweM cllyyae YHUYTOXeHue)

MMEeKT [OCTAaTOYHO TrYyMaHHble 3Ha4yeHusa, KOTOpble BMOJIHE MeHS
ycTpaumBalwT. YeM cuibHee Bbl yMeHbWUTe 3TU 4Yucna, TeM nyduwe
bynetr ¢ukcuposatbca CIAM, HO OQHOBPEMEeHHO BO3pacTerT
BEPOATHOCTb MNOTEPM BasIMAHbIX coobweHun. Jlyywe BCEro onpenennTb
3TN 3HA4YeHUA SKCNEepUMEHTasIbHbIM MYy TEM.

Example:

#Ecnn CnaM - nepecnatb B fAWMKK

$sa spam subject tag = '***Spam*** ';

#$spam quarantine to = 'spam@uni.ka';

$final spam destiny = D PASS; # D PASS / D DISCARD / D REJECT
$final virus destiny = D DISCARD; # (defaults to D BOUNCE)
$final banned destiny = D BOUNCE; # (defaults to D BOUNCE)
$final bad header destiny = D PASS;

B aToM npumepe, npu odykax 6onee 10 NMCbMO nNoMeyaeTCs KakK cnam
(oponuceoiBaeTca B TeMmy ***Spam*** ) y poctaBnsaeTcs nNosib30BaTeno.

Ecnuv cpenatb
$final spam destiny = D DISCARD

TO NUCbMO MNONb30BaTeslIl He [OOCTaBNfSeTCdA, a CoXpaHaeTcs B
oupekTopun /var/amavis/ nop UMeHeM spam***.gz (TaM Xe XpaHATCSH
m virus u bounce)

n ecinu

D REJECT

TO NMCbMO OTbOpackiBaeTCH.
Ecnm packoMeHTupoBaTb
#$spam quarantine to = 'spam@uni.ka';

TO MUCbMO nNepewneTca Ha AWMK spam@uni.ka.



T.e. ecnuM HYXHO, 4YTOo OB nNMUCbMa, MNOMeYeHHble KaK Cchnam,
nonb30BaTeNlo He OOCTaBNANUCH, a MNepechasucb Ha CnaM fUK, TO:

### Ecnn CnaMm - nepcnatb B AWMK

$sa spam subject tag = '***Spam*** ';

$spam quarantine to = 'spam@uni.ka';

$final spam destiny = D DISCARD

$final virus destiny = D DISCARD; # (defaults to D BOUNCE)
$final banned destiny = D BOUNCE; # (defaults to D BOUNCE)
$final bad header destiny = D PASS;

D REJECT - OTKNOHATbH NUCbMa C coobweHneM Buaa

The mail system
<acc@uni.ka>: host 127.0.0.1[127.0.0.1] said: 554 5.7.0
Reject, i1d=38216-01 -

spam (in reply to end of DATA command)

KoMaHpoa amavisd-release ocywecTBnseT QOOCTaBKYy nonaBwero B
KapaHTUH NMCbMa ero nosiyyaTesno

# cd /var/virusmails

# amavisd-release spam-yVhEw7tY3+tr.gz

250 2.0.0 Ok, id=rel-yVhEw7tY3+tr, from
MTA([127.0.0.1]1:10025): 250 2.0.0 Ok: queued as 93F4561C1C

YepHolie u b6enble CnUCKu

1. BapuaHT — MArKuu 6N3KANCT
B cekuunm pobasnaeM HyxHbIM apgpec/poMeH u 6anbl (NO3MTUB —
YyepHbln, HeraTtuB — 6enbin), HanpuMmep:

'clusternews@linuxnetworx.com' => -3.0,
# soft-blacklisting (positive score)
'sender@example.net' => 3.0,
'spam@com’ => 10.0,
}

], # end of site-wide tables

1)

2. BapuaHT — 4YepHble u besbie CNUCKH

}


mailto:acc@uni.ka

], # end of site-wide tables

1)
### BEGIN White and black lists!!!

read hash(\%whitelist sender, '/var/amavis/whitelist');
read hash(\%blacklist sender, '/var/amavis/blacklist');
#read hash(\%spam lovers, '/var/amavis/spam lovers');
### END

# cat /var/amavis/blacklist
126.com
marketing@sw.solarwinds.com
info@twitter.com

# cat /var/amavis/whitelist
root@domen. com
mail.domen.com
domen. com
root@mail.domen.com

3TN BapuMaHTbl MOXHO KOMOWHMPOBATH.
3. BapunaHT (ewye He npoboBas)

1) I created the file /etc/amavisd/whitelist

where I inserted the addresses of the senders that I wanted to
whitelist, one per line.

it works also for whole domains (but without the Q@)

Example:

userl@example.com
user2@example.org
example.net
example.eu

2) in /etc/amavisd/amavisd.conf I decommented AND modified the
following section:

# This policy will perform virus checks only.
read hash(\%whitelist sender, '/etc/amavisd/whitelist');
@whitelist sender maps = (\%whitelist sender);

$interface policy{'10026'} = 'VIRUSONLY';



$policy bank{'VIRUSONLY'} = { # mail from the pickup daemon

bypass spam checks maps => ['@Gwhitelist sender maps'], #
don't spam-check this mail

bypass banned checks maps => ['@Gwhitelist sender maps'], #
don't banned-check this mail

bypass header checks maps => ['@whitelist sender maps'], #
don't header-check this mail

};



