Clamav

YCcTaHOBKa M3 MNOpTOB

# cd /usr/ports/security/clamav
# make
# make install

# cd /usr/ports/security/clamsmtp
# make
# make install

nocne yCTaHOBKM

B pagupektopum /Jusr/local/etc/rc.d/ co3pawTtcs CKpPUNTHI
aBTO03anycka

clamav-clamd.sh

clamav-freshclam.sh

clamav-milter.sh

B oupekTopumn /usr/local/etc/ co3paetca ¢annsl KOHOUrypauum:
clamd. conf

clamsmtpd.conf

freshclam. conf

nanee:
# ee /usr/local/etc/clamav.conf

3aKOMMEHTUPOBATb (€CNMM OHM PaCKOMMEHTUPOBAHbI, KOHEYHO)
onuun TCPAddr m TCPSocket
PAaCKOMMEHTUPOBATb CTPOKY

LocalSocket /var/run/clamav/clamd.sock

COXpaHsAeM
nanee:
# ee /usr/local/etc/clamsmtpd.conf

paCKOMMEeHTUpPOBaTb
Listen: 0.0.0.0:10025


https://tst-amo.net.ua/blog/?p=2304

PAaCKOMMEHTMPOBATL :

ClamAddress: /var/run/clamav/clamd

n NCnpasuntTb Ha:

ClamAddress: /var/run/clamav/clamd.sock

ecnm XOoTWuTe nNOoANMCb AaHTUBUPYCa B Xepep nNucCbMa,
paCcKOMMEHTUPOBATH:
Header: X-Virus-Scanned: ClamAV using ClamSMTP

PaCKOMMEHTUPOBATb :
TimeOut: 180
TempDirectory: /tmp
User: clamav

CoXpaHsaeM

nanee:
POSTFIX ycTtaHoBKa M HacTpouka Postfix

# ee /usr/local/etc/postfix/main.cf
NUIEM:

content filter = scan:127.0.0.1:10025
receive override options = no_address mappings

CoXpaHseM

nanee:
# ee /usr/local/etc/postfix/master.cf

nuweM:
# AV scan filter (used by content filter)
scan unix — — n — 16 smtp

-0 smtp send xforward command=yes

# For injecting mail back into postfix from the filter
127.0.0.1:10026 inet n — n — 16 smtpd

-0 content filter=

-0

TO



receive override options=no unknown recipient checks,no header
_body checks

-0 smtpd helo restrictions=

-0 smtpd client restrictions=

-0 smtpd sender restrictions=

-0 smtpd recipient restrictions=permit mynetworks, reject

-0 mynetworks style=host

-0 smtpd authorized xforward hosts=127.0.0.0/8

[pMeyaHne: BOKPYr 3Haka ‘=' npobenbl He CTaBUThb.
COXpaHsAeM

ganee:
# ee /etc/rc.conf

nUWeM:
clamav_clamd enable="YES”
clamav_freshclam enable="YES"”
clamsmtpd enable="YES”

COXpaHseM

CTapTyeMm:
# freshclam -d -c 2 -1 /var/log/clamav/clam-update.log
# clamd start.

# clamsmtpd

# postfix reload



