Postfix + Dovecot + MySQL +
Postfix Admin, 4acTtb 3 -
yCTaHOBKa M HacTpouka Dovecot

OTpepakTupyem dann
KoHpurypauun Dovecot — /usr/local/etc/dovecot/dovecot.conf:

cat /usr/local/etc/dovecot/dovecot.conf | grep -v '~“#' | sed
'/7%$/d" | more

# MNocne oTnapkn OoTKMYUTbL Aebarn!!!

auth debug = yes

auth debug passwords = yes

auth mechanisms = plain login cram-md5

auth socket path = /var/run/dovecot/auth-userdb
auth verbose = yes

auth verbose passwords = yes

base dir = /var/run/dovecot/

disable plaintext auth = no
listen = *
log path = /var/log/dovecot.log
login log format elements = user=<%u> method=%m rip=%r lip=%l
mpid=%e %cC
login trusted networks = 127.0.0.0/8, 192.168.1.0/24
mail debug = yes
mail location = maildir:~/Maildir
protocols = imap pop3
namespace inbox {
inbox = yes

# list = yes
location =
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mailbox Drafts {
special use = \Drafts
}

mailbox Junk {
special use = \Junk

}

mailbox Sent {
special use = \Sent

}

mailbox "Sent Messages" {
special use = \Sent

}

mailbox Trash {
special use = \Trash
}

prefix =

separator = /
subscriptions = yes
type = private

}

passdb {

args = /usr/local/etc/dovecot/dovecot-sql.conf.ext
driver = sql

}

userdb {

args = /usr/local/etc/dovecot/dovecot-sql.conf.ext
driver = sql

}

HHHH

service auth {
unix_ listener auth-userdb {
group = postfix

mode = 0666
user = postfix
}

user = dovecot

}
service imap-login {
inet listener imap {



port = 143

}

}

service imap {
process limit = 1024
}

service pop3-login {
inet listener pop3 {
port = 110

}

}

service pop3 {
process limit = 1024
}

ssl = no

userdb {
driver = passwd

}

verbose proctitle = yes
verbose ssl = yes
protocol lmtp {
mail plugins =
}
protocol imap {
mail max userip connections = 10
mail plugins =
}
protocol pop3 {

mail max userip connections = 10

mail plugins =

}

PegpakTupyem dann KOHOUrypauum pabo Tl

c MySQL - /usr/local/etc/dovecot/dovecot-sql.conf.ext. BAXHO:
napamMeTp query MOXeT MeHATbCS B 3aBUCUMOCTWU OT BepCuUM cepsepa,
B ONMWCbIBAaeMOM npuMepe ucnonb3lyetcs dovecot2:

# cat /usr/local/etc/dovecot/dovecot-sql.conf.ext | grep -v
‘' | sed '/7$/d' | more
# Database driver: mysql, pgsql, sglite



driver = mysql
connect = host=localhost dbname=postfix user=postfix
password=mypassword

default pass scheme = MD5-CRYPT
# 3anpoc, BO3BpalalWUin nNaposb
password query = SELECT “username  as "user , "password FROM

"mailbox™ WHERE “username’™ = '%n@%d' AND “active ='1"

# 3anpoc, BO3BpallawWMN UHPY O K3epe M NPOBEPSWMA KBOTY
user query = SELECT CONCAT('/var/vmail/', "maildir ) AS \

“home ", 65534 AS ‘uid’, 65534 AS “gid’,
concat('dict:storage="', \
CAST(ROUND(quota / 1024) AS CHAR), '::proxy::sqlquota') \

AS quota, CONCAT('*:storage=', CAST(quota AS CHAR), 'B') AS
quota rule \
FROM "mailbox™ WHERE "username = '%n@%d' AND "active ='1'

# Query to get a list of all usernames.
iterate query = SELECT username AS user FROM mailbox

Nob6baBnseM nonb3oBatens dovecot B rpynny mail

cat /etc/group | grep mail
mail:*:6:postfix,dovecot

Nanee

chown dovecot:mail /var/log/dovecot.log
chmod 0666 /var/log/dovecot.log

[MpoponxaeM

chown -R nobody:nobody /var/vmail
chmod -R 0777 /var/vmail

[Nepe3anyckaeM Dovecot:
# service dovecot onerestart

[poBepsaem

root@tmail:/var/log # telnet localhost 110
Trying 127.0.0.1...



Connected to localhost.
Escape character is '7]'.
+0K [XCLIENT] Dovecot ready.
user acc@domain.ltd

+0K

pass qlw2e3

+0K Logged 1in.

list

+0K 2 messages:

1 348

2 348

quit
+0K Logging out.

Connection closed by foreign host.

NobaBnseMm Dovecot B 3anyck
dann /etc/rc.conf:

dovecot enable="YES"

npu 3arpy3ke CUCTEMbl B

Ha 3TOM HacTpoilka NOYTOBOro CepBepa 3aBeplieHa.

NMpu npobneMax — He 3abbiBaeM B

nor /var/log/maillog.

nepByw o4yepeob CMOTpPEThH

Mocne HacTponkn postfix HyxHO nepecTponTb Oa3y MpaHHLIX A4
danna no4toBbIX anuacoB /etc/aliases m /etc/aliases.db KoMaHpou
newaliases WHaye noyTa MOXeET He XOOUTb.

Yactb 1 (PostfixAdmin)
Yactb 2 (Postfix)
Apache24, MySQL56, PhP5

Apache24 + SSL un redirect http to https

Clamav

Spamassassin

Amavis-new + cBf3b C Postfix
SSL ceptudukatr gna Postfix
SSL ceptudukat gna Dovecot
Sieve + Dovecot
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