becnnatHbin SSL-ceptu¢ukartr or
Letsencrypt pnsa Apache

MMpy nonbiTKe yYyCTaHOBUTb CepTUPUKAT, BLIACHUINOCHb, YTO KIIUEHT
py27-letsencypt 3amMeHéH Ha py27-certbot m Tenepb obHOBNEHME
ceptTupukatos letsencrypt penaem Tak.

NMpoekT letsencrypt, paét BO3MOXHOCTb cBobogHO nony4nmtb SSL/TLS
ceptupmkaTol. Lenb cpenatb wnppoBaHHOe coeguHEHUME MaKCUMallbHO
[OCTynHbM. [lpoekT pa3BuBaeTca. Ha FreeBSD crtaButCa KNUEHT
letsencrypt, eMy HYyXHb 80 u 443 nopTtel. Yepe3s Hero
3anpawnBanTCa U CKayMBalwTCA cepTudMKaTbl OJI9 YKa3aHHbIX [OMEHOB.
Moka cepTudmMkaTtbl CTaBUM B pYy4Hyw, HO B OypaywweMm letsencrypt
obewaeT npouecc MOSIHOCTbW aBTOMATU3MPOBaAThL.

YcTaHaBnmBaeM certbot:

root@tst: cd /usr/ports/security/py-certbot
root@tst: make install clean

3anyckaeMm:

root@tst: certbot certonly --agree-tos --email postmaster@tst-
amo.pp.ua -d tst-amo.pp.ua

yBuguMm npouecc, ecnu BbibMpaeM nyHKT (1), TO — npeaBapuUTeNnbHO
oCcTaHaBnnBaeM Bebcepsep :

Saving debug log to /var/log/letsencrypt/letsencrypt.log

How would you like to authenticate with the ACME CA?

1: Spin up a temporary webserver (standalone)
2: Place files in webroot directory (webroot)

Select the appropriate number [1-2] then [enter] (press 'c' to
cancel): 1
Starting new HTTPS connection (1): acme -


https://tst-amo.net.ua/blog/?p=2232
https://tst-amo.net.ua/blog/?p=2232

vOl.api.letsencrypt.org

Obtaining a new certificate

Performing the following challenges:
tls-sni-01 challenge for tst-amo.pp.ua
Waiting for verification...

Cleaning up challenges

IMPORTANT NOTES:

- Congratulations! Your certificate and chain have been saved
at

/usr/local/etc/letsencrypt/live/tst-amo.pp.ua/fullchain.pem.
Your

cert will expire on 2017-10-08. To obtain a new or tweaked
version

of this certificate in the future, simply run certbot again.
To

non-interactively renew *all* of your certificates, run
"certbot

renew"

- If you like Certbot, please consider supporting our work

by:

Donating to ISRG / Let's Encrypt:
https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-1le

Korpa ycTtaHoBka SSL ceptupukaTta Apache bypet 3aBepuweHa, Bbl
HanpgeTe co3pgaHHble  daunnbl ceptudukaTos B nanke
/usr/local/etc/letsencrypt/live. B 3Toi nanke 6ygyT u4eTbipe
danna (TOYHEe CChUIKM Ha HUX):

cert.pem - Baw cepTupuKaTt [OOMeEHa;

chain.pem - cepTtu¢ukat uenoykum Let's Encrypt;
fullchain.pem - cert.pem u chain.pem BMecTe;
privkey.pem - ceKpeTHbiM KN4 Bawero cepTtupukarta.

BcTtaBnsaem cepTtupukatel B Anaud.

Tenepb Bbl MOXeTe 3aMTm Ha cant no https. Ytobbl NpoBepuTb Kak
pabotaer SSL u npaBuMNbHO 1M BbINOJIHEHA YCTaHOBKa sSsl
cepTupnkaTta Ha CcauT, Bbl MOXEeTe OTKpbTb B Opay3epe Takyw
CCbINKY :



https://www.ssllabs.com/ssltest/analyze.html?d=example.com&lat
est

YcTtaHoBka SSL/TLS ceptudmkata Ha cepeep ONS Kaxaoro U3 [OOMEHOB

NMpobpacsiBaeM, u/unu oTkpbiBaeM 80 443 noptbl B httpd-
vhosts.conf, [Ons HYXHbBX JOMEHOB MPOMNUCLIBAaEM:
#site.ru
<VirtualHost *:80>
ServerName site.ru
DocumentRoot «/site.ru/site.ru»
Redirect permanent «/» «https://site.ru/»
</VirtualHost>
<VirtualHost *:80>
ServerName www.site.ru
DocumentRoot «/site.ru/site.ru»
Redirect permanent «/» «https://site.ru/»
</VirtualHost>
<VirtualHost *:443>
ServerName www.site.ru
DocumentRoot «/site.ru/site.ru»
Redirect permanent «/» «https://site.ru/»
SSLCertificateFile
/usr/local/etc/letsencrypt/live/site.ru/fullchain.pem
SSLCertificateKeyFile
/usr/local/etc/letsencrypt/live/site.ru/privkey.pem
SSLEngine on
SSLProtocol all -SSLv2 -SSLv3
</VirtualHost>
<VirtualHost *:443>
SecRuleEngine On
ServerName site.ru
ServerAlias www.site.ru
ServerAdmin admin@site.ru
DocumentRoot «/site.ru/site.ru»
ErrorLog «/var/log/site.ru-error log»
CustomLog «/var/log/site.ru-customlog» combined
SSLCertificateFile
/usr/local/etc/letsencrypt/live/site.ru/fullchain.pem
SSLCertificateKeyFile
/usr/local/etc/letsencrypt/live/site.ru/privkey.pem
SSLEngine on



SSLProtocol all -SSLv2 -SSLv3

</VirtualHost>

MponssoonTtca pepupekt ¢ 80 Ha 443 pgna BCex 3anpocoB, TakKxe
peanM3oBaHHa CKNelnka www M He www Kak pnsa http tak unpna https.
Mooynbe mod rewrite He wucnosnb3yeM, He peKOMeHoyeTcd, Bcerpa
eCTb aNbTepHaTUBbI.

CeptupukaTt BbIDAETCA Ha 3 Mecsdua, Oanee nenaeMm obHOBNEHME, WK
3apaHee HacTpauBaeM aBTOOOHOBNEHME 4yepe3 CKpunt + crontab.
ObHoBNEHME pencTByeT cnegywowne 3 Mecdua.

[Ins nNpoBepKM MOXHO 3anyCTUTb CKPUMT

/usr/local/bin/certbot renew --dry-run

Ecnu oTtpaboTaeT HOpManbHO — CTaBUM U 3apady B cron, w
nepe3sarpy3ky Apache

crontab -e

31 1 8 * * Jusr/home/svm/bin/certbot.sh
32 18 * *¥ /usr/local/sbin/apachectl reload

CaMm ckpunr:

#!1/bin/sh
/usr/local/bin/certbot renew

root@tst: certbot renew
Saving debug log to /var/log/letsencrypt/letsencrypt.log

Processing /usr/local/etc/letsencrypt/renewal/tst-
amo.pp.ua.conf

Cert not yet due for renewal

The following certs are not due for renewal yet:
/usr/local/etc/letsencrypt/live/tst-amo.pp.ua/fullchain.pem



(skipped)
No renewals were attempted.

MpoBepsieM, HanpuMep, Ha camnTax

https://www.sslshopper.com/
https://rus.gogetssl.com/check-ssl-installation/



https://www.sslshopper.com/
https://rus.gogetssl.com/check-ssl-installation/

