Postfix + Dovecot + MySQL +
Postfix Admin, 4yactp 2 -
yCTaHOBKa U Hactpouka Postfix

Mpuctynaem K yctaHoBke MTA Postfix:

# cd /usr/ports/mail/postfix/
# make config-recursive

# make install clean

B npouecce HaM npepnaraet CKOHOUrypupoBaTb U YCTAHOBUTL
Dovecot:
B npouecce ycTtaHOBKM OypeT BOnpocC:

Would you like to activate Postfix in /etc/mail/mailer.conf
[n]?y

Ecnn yctaHaBnuMBaeM Kak MNOJSIHYW 3aMeHy SMTP-cepBepa, TO OTBeYaeM
Y. Sendmail wucnonb3o0BaTbCA B [OaHHOM ciydyae He bypeT Boobue,
TaK 4YTO 3aMeHfeM.

OTpepakTupyem dannol KoOHurypauumu, nepBbiM —
/usr/local/etc/postfix/main.cf:

# cat /usr/local/etc/postfix/main.cf | grep -v '"“#' | sed
'/7%$/d' | more

#HacTponMkn KaTanoros

queue directory = /var/spool/postfix

command directory = /usr/local/sbin

daemon directory = /usr/local/libexec/postfix
data directory = /var/db/postfix

#CUCTeMHbIN nofnb3oBaTeNlb, KOTOpPOMy OypeT "npuHapnexaTb" nodyTa
mail owner = postfix

#Pa3nunyHble ceTeBble HACTPOWUKMY
myhostname = akira.domain.org.ua
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mydomain = domain.org.ua

myorigin = $myhostname

inet interfaces = all

mydestination = $myhostname, localhost.$mydomain, localhost,
77.120.106.40

#poyne HACTPOWKM, ONOCTATOYHO OMUCAHbBl B CaMOM ¢aune
local recipient maps = unix:passwd.byname $alias maps
unknown local recipient reject code = 550
mynetworks style = host

mynetworks = 127.0.0.0/8

relay domains =

alias maps = hash:/etc/aliases

alias database = hash:/etc/aliases

smtpd banner = $myhostname ESMTP $mail name

debug peer level = 2

debug peer list = 127.0.0.1

debugger command =
PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin
ddd $daemon directory/$process name $process id & sleep 5
sendmail path = /usr/local/sbin/sendmail

newaliases path = /usr/local/bin/newaliases

mailq path = /usr/local/bin/mailq

setgid group = maildrop

html directory = /usr/local/share/doc/postfix
manpage directory = /usr/local/man

sample directory = /usr/local/etc/postfix
readme_directory = /usr/local/share/doc/postfix

#T.K. Mbl ucnonb3syeM MySQL pgnd xpaHeHuMsa QOaHHbLIX, TO AWWUKKU U
[,OMEHbI
#cuntawTtca "BuUpTyanbHbLMM", YyKa3blBaeM rge W KakK MUCKaTb
MHPOPMALMID O HUX
virtual mailbox base = /usr/mail
virtual alias maps =
proxy:mysql:/usr/local/etc/postfix/mysql virtual alias maps.cf
virtual mailbox domains =
proxy:mysql:/usr/local/etc/postfix/mysql virtual domains maps.
cf
virtual mailbox maps =
proxy:mysql:/usr/local/etc/postfix/mysql virtual mailbox maps.



cf

virtual minimum uid = 65534
virtual uid maps = static:65534
virtual gid maps = static:65534

virtual transport = dovecot

dovecot destination recipient limit =1

#0nuceiBaeM ayTeHTudmkaumw, T.K. B ITUX MNapaMeTpax MHOr0 4ero
BaXHOro -

#nocTapawcb onucaTb BCe KakK MOXHO nogpobHee.

#He3aBucuMo OT TunNa ayTeHTUpuMKauum >3TOT nNapaMeTp Bcerpa
0onXeH ObITb BKIOYEH

smtpd sasl auth enable = yes

#HekoTopble KJAWMEHTbH HacTauMBawT Ha ucnosb3osBaHuum SASL
ayTeHTupmnkauummn,

#ecnun OHO npepnaraeTca, [axXe ec/Iu OHM He HaCTpPOeHbl Ha
OTMAPaBKY YYETHbIX [OaHHbIX,

#1 NO3TOMy, OHM BCerga TepnaT Heygayy M OTKAW4YawTCA. 0N HUX
CKpbIBAEM CBOI

#BO3MOXHOCTb NPOBOAMTbL ayTeHTudukKauuwo

smtpd sasl exceptions networks = $mynetworks

#0rpaHmynBaeM BapuaHTbl ayTeHTUOMKauuUm, KakK MUHUMYM
noanonymous o6d3aHo O6bITb
smtpd sasl security options = noanonymous

#He BCe KNMeHTbL NpoBOAAT npouecc ayTeHTudukaumm cornacHo RFC,
#0N9 HUX OenaeM UCKIYeHue
broken sasl auth clients = yes

#Mo-yMonyaHuw Postfix wucnonb3yeT MexaHW3M ayTeHTuPukauumum c
Cyrus SASL,

#Mbl ycTaHoBuM Dovecot

smtpd sasl type = dovecot

#Dovecot HacTpoeH Ha ucnonb3oBaHue UNIX-cokeTa, yKa3blBaeM 3TO
Postfix-y
smtpd sasl path = private/auth

#[lanee - HACTPOWKM OTCEWBAHUA HexenaTeNbHOW MNOYThbl, XOTH B



3TOM BapuaHTe

#KOHOUrypaumun 6nokupyetca Tonbko HE npowepgwwne npoBepky,
#uncnonb3ynte reject BMecto permit B KOHUe 650Ka AN U3MEHEHMUS
smtpd client restrictions =

permit mynetworks

permit sasl authenticated

reject unauth pipelining

permit

smtpd helo restrictions =
permit

smtpd sender restrictions =
permit mynetworks

permit sasl authenticated
reject non fqdn sender
reject unknown sender domain
permit

smtpd recipient restrictions =
permit mynetworks

permit sasl authenticated
reject non fqdn recipient
reject unauth destination
reject unknown recipient domain
reject unverified recipient
permit

smtpd data restrictions =
permit

smtpd end of data restrictions =
permit

smtpd etrn restrictions =
permit

Ha aToM ¢ann coxpaHseMm.

®ann pna nNpoBepkKM CUHOHWMMOB MNOYTOBBIX AWMKOB, postfix -—
nonb3oBaTeflb, a mypassword — naponb K 6a3e fOaHHbIX, KOTOpbIA
yKa3blBanu npu KoHGurypuposaHum Postfix Admin B nepBou 4yacTu.



CaMm dann HaxopuTCA TYyT —
/usr/local/etc/postfix/mysql virtual alias maps.cf. BAXHO :
napamMeTp query MOXeT MeHATbCS B 3aBUCUMOCTWU OT BeEpCUM cepsepa,
B OMUCbLIBAEMOM MpuMepe ucnonb3yeTcd postfix-2.9.3,1!

# cat /usr/local/etc/postfix/mysql virtual alias maps.cf |
grep -v '"#' | sed '/"$/d' | more

user = postfix

password = mypassword

hosts = localhost

dbname = postfix

query = SELECT goto FROM alias WHERE address='%s' AND active
= '1"

®ann 0ns NPOBEPKMU MOYTOBbLIX O0OMEHOB
/usr/local/etc/postfix/mysql virtual domains maps.cf:

# cat /usr/local/etc/postfix/mysql virtual domains maps.cf |
grep -v '"#' | sed '/"$/d' | more

user = postfix

password = mypassword

hosts = localhost

dbname = postfix

query = SELECT domain FROM domain WHERE domain='Su'

®ann ons npoBepKwU NOYTOBbIX AWUNKOB
/usr/local/etc/postfix/mysql virtual mailbox maps.cf:

# cat /usr/local/etc/postfix/mysql virtual mailbox maps.cf |
grep -v '"#' | sed '/"$/d' | more

user = postfix

password = mypassword

hosts = localhost

dbname = postfix

query = SELECT CONCAT(domain,'/',maildir) FROM mailbox WHERE
username='%s' AND active = '1'

B KoHel danna HaCTPOMWKMHU npoueccos Postfix-a
/usr/local/etc/postfix/master.cf pobasnseMm ykasaHue paboTaTtb C
Dovecot 4epe3 UNIX-cokerT:

dovecot unix - n n - - pipe



flags=DRhu user=nobody:nobody
argv=/usr/local/libexec/dovecot/deliver -d ${recipient}

[MpoBepseM KOHPUIrypauuio:
# postfix check

Ecnu ownboK HET — NPOCTO BbIAACT HOBYW CTPOKY, €ClM eCTb —
YKaXeT B KakoW CTPOKE M YTO WMMEHHO:

# postfix check
postfix: fatal: /usr/local/etc/postfix/main.cf, 1line 30:
missing '=' after attribute name: "sdcsdc"

Ewé BapuaHT ownbku — TaKOW:

# postfix check
postfix: fatal: /usr/local/etc/postfix/main.cf, line 702:

missing '=' after attribute name: "permit"
B paHHOM cny4yae — He YCTaHOBJIeEH OTCTYyNn OT Hayana CTPOKK B
bnoke:

smtpd etrn restrictions =
permit

BapnaHToB 3anucu pgBa. [lepBbid — KaxOblih napaMeTp C HOBOW CTPOKMU,
C OTCTYNOM OT Ha4ana:

smtpd etrn restrictions =
permit

Opyron BapuaHT — 4yepe3 3anaTyw:

smtpd etrn restrictions = permit,<gpyrve napaMmeTpbl 4epes
3anaTy>,

3anataa nocne nocnegHero napaMeTpa B CNUCKe — obs3aTesibHa.

ONobaBndaemM Postfix B 3anyck npu 3arpyske CcuUcCTeMbl B ¢awnn
/etc/rc.conf:

postfix enable="YES"

3anyctmm Postfix:



# service postfix start
postfix/postfix-script: starting the Postfix mail system

N npoBepuM ero cocrtosHue:

# service postfix status
postfix is running as pid 78100.

Yactb 1 (PostfixAdmin)
Yactb 3 (Dovecot)
Apache24, MySQL56, PhP5
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