SpamAssassin M HacTpouka Exim

SpamAssassin MOXHO YyCTaHOBWUTb ABYyMA cnocobamu:

1. perl -MCPAN -e shell;
2. /usp/ports/mail/spamassassin.

A cTaBun M3 nopTtoB. SpamAssassin — 3T0 MepfioBbiA MOAYNb, W ONS
€ro YCTaHOBKW TpebyeTcd Kyya 3aBUCMMOCTEN M3 TeX Xe NeprioBbiX

Mofyfnen. YCTaHaB/IMBAEM WUX:

cd /usr/ports/security/p5-Digest-MD5

make install clean

cd /usr/ports/www/p5-HTML-Parser

make install clean

cd /usr/ports/dns/p5-Net-DNS

make install clean

cd /usr/ports/japanese/p5-Mail-SpamAssassin
make install clean

Bo BpeMsi ycTaHOBKM O6yOoeT OrpoMHass Kyya BOMNPOCOB,
OYHKLMOHANbHOCTBLID TE€X WU WHBIX MOOYNEew.

Mocne ycTaHOBKM HacTpauBaeM SpamAssassin.

cat /usr/local/etc/mail/spamassassin/local.cf
trusted networks 192.168.1/24
required score 5.0

report safe 0
rewrite header subject [SPAM]
use bayes 1

#bayes path /usr/local/etc/mail/spamassassin/bayes/

bayes file mode 0666
bayes min spam num 1
bayes min_ham num 1
bayes learn to journal 1
skip rbl checks 0

bayes auto learn 0

#o0k languages ru en

CBA3aHHbLIX C


https://tst-amo.net.ua/blog/?p=2148

ok locales ru en

score BAYES 00 0.0001 0.0001 -6.0 -6.0
score BAYES 05 0.0001 0.0001 -3.0 -3.0
score BAYES 20 0.0001 0.0001 -1.0 -1.0
score BAYES 50 0.0001 0.0001 1.6 1.6
score BAYES 60 0.0001 0.0001 2.0 2.0
score BAYES 80 0.0001 0.0001 4.0 4.0
score BAYES 95 0.0001 0.0001 6.5 6.5
score BAYES 99 0.0001 0.0001 10.0 10.0
score RDNS NONE 0.0001 0.0001 3.0 3.0

score SUBJ FULL OF 8BITS 0.00
score HTML COMMENT 8BITS 0.01
score HEADER 8BITS 0.00

score TO NO USER 0.01

score FORGED MUA OUTLOOK 0.5
score X AUTH WARNING 0.01
score SUBJ HAS UNIQ ID 9.99
score HTTP_USERNAME USED 9.99
score FORGED YAHOO RCVD 9.99
score FORGED JUNO RCVD 16
score UNWANTED LANGUAGE BODY 1.02
score MLM 5.55

score RCVD NUMERIC HELO 4.95

Tenepb pobasndeM B KOHPUr exim’a o acl’oB CTPOYUKY

spamd address = 127.0.0.1 783

m B8 ACL'ax B npasuno acl check data, rpe spam — 3T0 user nog
KOTOpPLIM CTapTyeT exim

acl check data:

#deny message = Virus found ($malware name)
#malware = *

warn message
hosts
spam

X-Spam-Score: $spam score ($spam bar)
l+relay from hosts
mailnull:true



warn message = X-Spam-Report: $spam report
hosts = !+relay from hosts
Spam = mailnull:true

warn message = Subject: [SPAM] $h Subject:
hosts = !+relay from hosts

spam = mailnull

deny message = This message scored $spam score spam points.

spam = mailnull:true
# OTbpacbiBaeT crnaMoBble NMMUCbMa C YKa3aHMeM OwnbKu
hosts = +relay from hosts

condition = ${if >{$spam score int}{120}{1}{0}}

accept

3anyckaeM spamd M pecTtapTuMm exim

echo 'spamd enable="YES"' >> /etc/rc.conf
/usr/local/etc/rc.d/sa-spamd start
/usr/local/etc/rc.d/exim restart

Y MeHs spamd cTaptoBan C ownbkos O HEBO3MOXHOCTU CO3[AThb
user prefs. Pewun co3pgaHuMeM OUPEKTOPMM MO NPEensIOXKEHHOMY NyTH

mkdir /var/spool/.spammassassin/
chown -R spamd /var/spool/.spammassassin/

Hawa <c¢cBfi3Ka HayuMHaeT cpa3y paboTaTtb C 3apaHee
npegycTaHOB/IeHHbBIMU napaMeTpamMm. Ho 4YTO Ob YyBEeNUUYUTH
BEPOATHOCTb MNpaBuibHOro cpabaTbiBaHWA [N OTCeeBaHWA CnaMa
HeobxoguMo cucTtemMy o0byunTb — CcKOpMUTb en bBonee 200 nucem c
npuMepamMn “6enbix nucem” (ham) n 6onee 200 cnaMoOBLIX MUCEM
(spam) .

0byyeHne MOXeT nNpoOM3BOOAMTCHA aBTOMAaTUMYECKW, C TMOMOWbK
bayes auto learn — korga o4kuM nucbMa (6e3 y4yeTa ouykoB 3a AWL,
BAYES XX, BLACKLIST wu WHITELIST) BbiXxogaT 3a npepgens Mexgy
auto_learn_threshold_nonspam u auto_learn_threshold_spam. 370
MOXHO Y3HaTb €C/iM B 3arojloBke nucbMa B nosie X-Spam-Status:
npucyTtcrteyeTt 3anucb autolearn=spam unu autolearn=ham.



N obyyeHue MoOXeT MNPOU3BOAMTLCA BPYYHYH (MM npu nomolwu
CKpunta) KoMaHgoon sa-lean. [nd 3TOro HYXHO CKOPMUTb KaTanor
nMMceM CO cnaMoM spam W KaTanor 6naroHagexHolx nuceM ham. lucbMa
HYXHO MMeTb B He MoguduumpoBaHHOM Buae (6e3 forward a M npoymx
MOYTOBLIX MEpPEecChLNOK nepeHanpasaeHun). [Ona ypobctBa 3aBén
cneuuvanbHble NanovykuM B KOTOpble cknafgbiBan npuMmepsl nuceM. [locne
HakonneHnsa HeobXxoOuMOro KonuyecTBa MNUCEM, 3KCNOPTUPOBAN WX Ha
cepsep u ckopmun obydanke:

# /usr/local/bin/sa-1learn --ham /var/vmail/tst-
amo.pp.ua/svm/Maildir/cur
# /usr/local/bin/sa-learn --spam /var/vmail/tst-

amo.pp.ua/svm/Maildir/.imp spam/cur

NpoBepka KOHOUIrypauuum — MOJIHbIM BbIBOA

#spamassassin --lint -D

NpoBepka KOHOUIrypauuum — BbIBOO TOJSIbKO MPOOBMEMHbIX MeCT
#spamassassin --lint

Ecnn B npouecce BbLIBOOUT 4YTO TO TUNa

warn: bayes: bayes db version 0 is not able to be used,
aborting!
at
/usr/local/lib/perl5/site_perl/Mail/SpamAssassin/BayesStore/DB
M.pm line 208.

TO BbLIMOSIHUTE KOMaHOy
sa-learn --sync
TecT Ha cnam
OTnpaBnsieM Ha TeCTUpPYeMble CepBep MUCbMO C TAaKUM TEKCTOM:

XJS*C4IDBQADN1.NSBN3*2IDNEN*GTUBE-STANDARD-ANTI-UBE-TEST- -
EMAIL*C.34X

[ONXHO MONYYMTb KAaK MUHUMYM 1000 OYKOB M MONYYUTb FOPAbIA TUTYN
SPAM.



MponuweM TpaHcnopT W poyTep ONs cnama

ee /usr/local/etc/exim/configure

HHABHHBHHRHHRHH
begin routers

check malware:

driver = redirect

condition = ${if def:h X-Quarantine-Me-Malware: {1}{0}}
headers remove = Subject

headers add = Subject: [CLAMAV: $acl m2] $h Subject
data = postmaster@tst-amo.pp.ua

file transport = address file

# SpamAssassin
spamcheck router:
driver = accept
condition = "${if and { \
{!def:h X-Spam-Flag:} \
{!'eq {$received protocol}{spam-scanned}} \
{'eq {$received protocol}{local}} \
{!'eq {$sender host address}{127.0.0.1}} \
{<{$message size}{50k}} \
} {1}{0}}"
retry use local part
transport = spamcheck
no verify

HHHHHRHHHRBHHRHHHH
begin transports

remote smtp:
driver = smtp

# SpamAssassin
spamcheck:
driver = pipe
batch max = 100
command = /usr/local/sbin/exim -oMr spam-scanned -bS
current directory = "/tmp"
home directory = "/tmp"



group = mail

user = mailnull

log output

message prefix =

message suffix =

return_fail output

no return path add

transport filter = /usr/local/bin/spamc -u mailnull
use bsmtp

Tak Kak Ha cepBepe pabotaet dovecot ¢ sieve, To paboTa no
COPTUPOBKE CMaMa NIAXeT Ha Hero.

Cam cKpunt ponga ykKriapgblBaHUA ChaMa B Mallky Junk

require ["regex", "fileinto", "imap4flags"];
# Catch mail tagged as Spam, except Spam retrained and
delivered to the mailbox
if exists "X-Spam-Status"
{
# Mark as read
setflag "\\Seen";
# Move into the Junk folder
fileinto "Junk";
# Stop processing here
stop;
}

BbIMONMHUTL KOMaHOy [OJ1d KoMMNuniauuu sieve CKpunTta

sievec /usr/local/etc/dovecot/sieve/



