Firewall 3 KOMaHOHOM CTPOKMW

HacTtponka 6paHgoMay3pa windowsS M3 KOMaHOHOW CTPOKM

NPUMEP

PS C:\Windows\system32> netsh advfirewall firewall add rule
name="HTTP-block" protocol=TCP localport=4427 action=block
dir=IN remoteip=87.255.33.131

netsh advfirewall firewall show rule name="HTTP-block"
netsh advfirewall firewall delete rule name="HTTP-block"

B Windows server 2008 (R2), a Takxe B 06bl4HbIX Windows vista,
7, 8 ecTb BCTpPOeHHbIM OBpaHpMayap (firewall). B 3To cTatbe
pacMOTPUM HECKONbKO MNPUMMEpPOB KaK coOo3faBaTb npasuia wu3
KOMaHOHOW CTPOKW, TaKXe 3TWM KOMaHObl MOXHO WMCNOSb30BaTb MNpU
HanMcaHMM CBOMX MaKeTHbIX cueHapues cmd, bat, powershell.

Bce KOMaHObl HYXHO BbIMOJIHATb W3 KOMaHOHOM CTPOKM cmd 3anyweHHOM
C NpaBaMu agMMHUCTpaToOpa.

BknioyeHune , BbIKJIO4YEeHue
Bknwuntb bpaHamayap:
netsh advfirewall set allprofiles state on

Bbiknw4ynTb b6paHaMayap:

netsh advfirewall set allprofiles state off

BkroueHne oTaesibHbIX npoPuien :

netsh advfirewall set domainprofile state on
netsh advfirewall set privateprofile state on
netsh advfirewall set publicprofile state on

Bbik/lo4eHne 0TAENbHbIX MPOPUIEN:

netsh advfirewall set domainprofile state off
netsh advfirewall set privateprofile state off
netsh advfirewall set publicprofile state off


https://tst-amo.net.ua/blog/?p=1990

3anpeTtutb BCe BXOoQAlWMNE COEOUHEHNA M pa3peunTb BCe UCXopsuwme:

netsh advfirewall set allprofiles firewallpolicy
blockinbound,allowoutbound

li[paBuna Ha NOPTHI

Paspeuntb Bxogsume TCP wn UDP coepguHeHus pnna 80 nopra:

netsh advfirewall firewall add rule name="HTTP" protocol=TCP
localport=80 action=allow dir=IN
netsh advfirewall firewall add rule name="HTTP" protocol=UDP
localport=80 action=allow dir=IN

3anpetntb BxogAawme Ha 80 noprt:

netsh advfirewall firewall add rule name="HTTP" protocol=TCP
localport=80 action=block dir=IN
netsh advfirewall firewall add rule name="HTTP" protocol=UDP
localport=80 action=block dir=IN

OTKpbITb OuMarno3oH noptoB Ona ucxopswero UDP tpaguka

netsh advfirewall firewall add rule name="Port range"
protocol=UDP localport=5000-5100 action=allow dir=0UT

YoanaTtb npaBujia MOXHO NO UMEHMU

netsh advfirewall firewall delete rule name="HTTP"

OrpaHunyeHuns no IP appecam

lpaBuna MOXHO OrpaHn4nBaTb A7 paboTel TOJILKO C OQHUM 1ip:

netsh advfirewall firewall add rule name="HTTP" protocol=TCP
localport=80 action=allow dir=IN remoteip=192.168.0.1

Unn orpaHmnymneatb [0 rnogcertsamMu rpnydyeMmM MOXHO UCI0JIb30BaThb p83HHﬁ
CUHTaKCcuc:

netsh advfirewall firewall add rule name="HTTP" protocol=TCP
localport=80 action=block dir=IN remoteip=192.168.0.0/24

netsh advfirewall firewall add rule name="HTTP" protocol=TCP
localport=80 action=allow dir=IN



remoteip=192.168.0.50-192.168.0.70
netsh advfirewall firewall add rule name="HTTP" protocol=TCP
localport=80 action=block dir=IN remoteip=localsubnet

MpaBuna pns npuNoOXeHUn

Pa3pewnTb coepguHeHuna gna nporpammel MyApp.exe

netsh advfirewall firewall add rule name="My Application”
dir=in action=allow program="C:\MyApp\MyApp.exe" enable=yes

KomMbuHupoBaHns napameTpos

I'IapaMeprl MOXHO COoefuMHATb B OOBOJIbHO CJIOXHble LEeNno4YkH:

netsh advfirewall firewall add rule name="My Application”
dir=in action=allow program="C:\MyApp\MyApp.exe" enable=yes
remoteip=157.60.0.1,172.16.0.0/16,LocalSubnet profile=domain

B maHHOM cnyyae Mbl co3fanuM MpaBwuiao ANS NporpamMmel, KOTOpoe
paboTaeT npu ecnu KoOMNbTep MNOOKMAWYEH K [OOMEHHY OpraHu3auuu
(profile=domain) u onpepeneHHsl TPM AMano30Ha ip agpecos.

MogppobHen o HacTpouMkax 6paHoMayspa MOXHO NpPoYMTaTb Ha cauTte
MUKPOCOPTa TaM Xe eCTb OT/IMYMA OT CTOPOro CUHTAKCUCA KOTOPbIN
ncnonb3osanca Ha Windows XP u Windows server 2003:

http://support.microsoft.com/kb/947709
YacTb npumepoB ObinM B3ATbl U3 CTaTbWM HA AHIJIMMCKOM f3blKe:

http://itblog.gr/213/configuring-windows-firewall-from-the-com
mand-line/



