OpenSSL - npoBepka POP3,
IMAP, SMTP, WEB cepBepa ¢
TLS/SSL/SASL

NWcnonb3oBaHue OpenSSL pgna TectupoBaHusa POP3, IMAP, SMTP, WEB
cepsepa ¢ TLS/SSL/SASL

POP3

Ona TecTtupoBaHus pabotel TLS/SSL Ha POP3 cepBepe MOXHO
MCNONb30BaTb BXOOAWMWN B

coctaB OpenSSL knueHT s client (pns TecTtupoBaHua SSL-KINEHTOB
MO aHasorum MOXHO

MCNOSb30BaTb S _Server):

openssl s client -connect uMmga xocTa:995

nocjie 4yero MOXHO C3aMynupoBaTb TunNu4yHyw POP3-ceccuio:

+0K Dovecot ready.
user NOruvH

+0K

pass naposb

+0K Logged in.

BbIBOAMM CMUCOK COOOUWEHUN Ha CepBepe U MX pa3Mep:

list

+0K 2 messages:
1 1759

2 12422

YNTaeM MepBoe coobuweHune:

retr 1
+0K 1759 octets
3aro/lIOBKU U TeKCT
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IMAP

TectnposaHne IMAP npoBoguTCd B COOTBETCTBUM C TeMU xe
NPUHLUNAMMU :

openssl s client -connect imap xocT:993
CONNECTED (00000003)

* OK [CAPABILITY IMAP4revl LITERAL+ SASL-IR LOGIN-REFERRALS
ID ENABLE AUTH=PLAIN AUTH=LOGIN] Dovecot ready.

login noruH naposnb

a0l OK [CAPABILITY IMAP4revl LITERAL+ SASL-IR
CONTEXT=SEARCH LIST-STATUS QUOTA] Logged 1in

BbIBOOUM CIMUCOK MNanok:

a002 list "" "x*"

* LIST (\HasChildren) "." "INBOX"

* LIST (\HasNoChildren) "." "INBOX.INBOX Trash"
* LIST (\HasNoChildren) "." "INBOX.Trash"

* LIST (\HasNoChildren) "." "INBOX.read"

* LIST (\HasNoChildren) "." "INBOX.Queue"

* LIST (\HasNoChildren) "." "INBOX.INBOX Drafts"

NOCMOTPUM copepxumoe nankum Inbox:

a003 examine inbox

* FLAGS (\Answered \Flagged \Deleted \Seen \Draft Junk
NonJunk)

* 0K [PERMANENTFLAGS ()] Read-only mailbox.
10 EXISTS
0 RECENT
OK [UNSEEN 1] First unseen.
OK [UIDVALIDITY 1291459647] UIDs valid
OK [UIDNEXT 8026] Predicted next UID
OK [HIGHESTMODSEQ 2710] Highest
a003 OK [READ-ONLY] Select completed.

X X X X X X

B nanke 10 coobuweHunn, BbIBEOAEM COOEPXMMOE TeKCTa YeTBEpPTOro
coobweHnsa, 6e3 3aro/iI0OBKOB:

a004 4 rfc822.text
* 4 FETCH (RFC822.TEXT {857}



TeKCT
a005 OK Fetch completed.

BbIXOOUM

a005 logout
* BYE Logging out
a005 OK Logout completed.

TecTtupyem camt no SHTTP:

openssl s client -connect www.test.com:443
GET / HTTP/1.1
Host: test.com

SASL

[MpoBepseM SASL-ayTeHTUPUKaLUIO NPU OTNpaBKe MNOYTHI:

openssl s client -connect smtp xocT:25 -starttls smtp

220 mail.test.com ESMTP Postfix
EHLO test.test.com
250-mail.test.com

250-PIPELINING

250-SIZE 10240000

250-ETRN

250-AUTH DIGEST-MD5 PLAIN CRAM-MD5
250 8BITMIME

AUTH PLAIN naponb B base64 HoTauuu
235 Authentication successful

BASE64

NepekogupoBaTb @¢awnn Cc naponeM B basebd-npencTtaBieHUE MOXHO
KOMaHO0M :

openssl enc -base64 -in file.txt -out mfile.b64

NEeKOONPOBaTh:

openssl enc -d -base64 -in file.b64 -out file.txt



[lpyrue nosne3sHbie KOMaHMbi:

WnppyeMm ¢ann cummeTpuyHbiM wmppoM blowfish (ecnu Heobxopumo
COXpaHeHue B
base64-npenctasnedun gobasndaeMm onuuw “-a”):

openssl enc -e -salt -bf -in file.txt -out file.blowfish
enter bf-cbc encryption password: naponb

pacunppoBbIBAEM:

openssl enc -d -bf -in file.blowfish -out file.txt
enter bf-cbc decryption password: naponb

PaccuntboiBaeM SHAI-xsw pns dawnna:

openssl dgst -shal -c file.txt
SHA1(test.txt)=
15:85:fl:af:a7:ca:1c:1c:5a:8b:c3:a7:1e:7f:4b:bd:3c:d4:22:ca

Ona nepexsata u pacunppoBkn SSL/TLS Tpaduka B OTNafouUHbIX uLenax
MOXHO WMCNOSIb30BaTb YTUNUTY ssldump:

HabnwpgeHne 3a aKTUBHOCTbKW BHYTpWU SSL-ceccuu:

ssldump -a -A -H -i ethO

COo cnyxebHbiMM OaHHbIMM ONS MNOMHOM OoTnagkm SSL-ceccuu:
ssldump -a -A -H -k server.pem -i eth@

0Ns pacwMPpoBKM COOEPKMMOr0 CECCUM:

ssldump -d -k server.pem -1 eth@

Ons ycnewHon pacwuppoBKKM SSL-ceccua ponxHa ObiTb nepexBayvyeHa C
CaMoro Havana,
BK/lOYass MOMEHT obMeHa KfW4YaMuM Ha CTaguM MHULMUPOBAHUS CECCUM.



